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Introduction

The structure of safety standards in the field of machinery is as follows:

a) Type-A standards (basis standards) give basic concepts, principles for design and general aspects
that can be applied to machinery.

b) Type-B standards (generic safety standards) deal with one or more safety aspect(s), or one or more
type(s) of safeguards that can be used across a wide range of machinery:

— type-B1 standards on particular safety aspects (e.g. safety distances, surface temperature,
noise);

— type-BZ standards on safeguards (e.g. two-hand controls, interlocking devices, pressure
sensitive devices, guards).

c¢) Type-C standards (machinery safety standards) deal with detailed safety requirements for a
particular machine or group of machines.

This document is a type-B1 standard as defined in ISO 12100:2010.

The first edition of this document was published in 1999 based on EN 954-1:1996 (withdrawn standard).
The second edition was revised in 2006 and the third edition was revised in 2015.

This document is of relevance, in particular for the following stakeholder groups with regard to
machinery safety:

— machine manufacturers (small, medium and large enterprises);

— health and safety bodies (regulators, accident prevention organisations, market surveillance).
Others can be affected by the level of machinery safety achieved with the means of the document:
— machine users/employers (small, medium and large enterprises);

— machine users/employees (e.g. trade unions);

— service providers, e.g. for maintenance (small, medium and large enterprises);

— consumers (i.e. machinery intended for use by consumers).

The above-mentioned stakeholder groups have been given the possibility to participate in the drafting
process of this document.

In addition, this document is intended for standardization bodies elaborating type-C standards, as
defined in ISO 12100:2010.

The requirements of this document can be supplemented or modified by a type-C standard.

For machines which are covered by the scope of a type-C standard and which have been designed and
built according to the requirements of that standard, the requirements of that type-C standard take
precedence.

NOTE1 The examples and basis for most content is based on stationary machines in factory applications.
However, other machines are not excluded. This document was written without considering if certain machinery
(e.g. mobile machinery) has specific requirements. However, this document is intended to be used across many
machinery industries and as a basis for type-C standards developers, as far as applicable.

This document is intended to give guidance to those involved in the design and assessment of control
systems, and those preparing type-B2 or type-C standards.

Risk reduction according to ISO 12100:2010, Clause 6, is accomplished by applying, in the following
sequence, inherently safe design measures, safeguarding and/or complementary risk reduction
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coverage (DC)], reliability of components [mean time to dangerous failure (MTTFp), common cause
failure (CCF)], design process, operating stress, environmental conditions and operation procedures.

In order to facilitate the design of SRP/CS and the assessment of achieved PL, this document employs
a methodology based on the categorization of architectures with specific design criteria (e.g. MTTF,,
DC,,,) and specified behaviour under fault conditions. These architectures are allocated one of five
levels termed Categories B, 1, 2, 3 and 4.

Functional safety considers the failure characteristics of elements/components performing a safety
function. For each safety function, this failure characteristic is expressed as the frequency of dangerous
failure per hour (PFH).

The performance levels and categories can be applied to SRP/CS, e.g.:
— control units (e.g. a logic unit for control functions, data processing, monitoring);
— electro-sensitive protective devices (e.g. photoelectric barriers), pressure sensitive devices.

The performance levels can be defined, and categories determined, for subsystems of SRP/CS using
safety parts (components), e.g.:

— protective devices (e.g. two-hand control devices, interlocking devices);
— power control elements (e.g. relays, valves);
— sensors and HMI elements (e.g. position sensors, enable switches).

Machinery covered by this document can range from simple (e.g. small kitchen machines, or automatic
doors and gates) to complex (e.g. packaging machines, printing machines, presses and integrated
machinery into a system).

This document and IEC 62061 both specify a methodology and provide related guidance for the design
and implementation of safety-related control systems of machinery.

The requirements of Clause 10 of this document supersede the requirements of ISO 13849-2:2012
(excluding the informative annexes).

X © IS0 2023 - All rights reserved
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Safety of machinery — Safety-related parts of control
systems —

Part 1:
General principles for design

1 Scope

This document specifies a methodology and provides related requirements, recommendations and
guidance for the design and integration of safety-related parts of control systems (SRP/CS) that perform
safety functions, including the design of software.

This document applies to SRP/CS for high demand and continuous modes of operation including their
subsystems, regardless of the type of technology and energy (e.g. electrical, hydraulic, pneumatic, and
mechanical). This document does not apply to low demand mode of operation.

NOTE1  See 3.1.44 and the IEC 61508 series for low demand mode of operation.

This document does not specify the safety functions or required performance levels (PL,) that are to be
used in particular applications.

NOTE 2  This document specifies a methodology for SRP/CS design without considering if certain machinery
(e.g. mobile machinery) has specific requirements. These specific requirements can be considered in a Type-C

standard.

This document does not give specific requirements for the design of products/components that are
parts of SRP/CS. Specific requirements for the design of some components of SRP/CS are covered by
applicable 1SO and 1EC standards.

This document does not provide specific measures for security aspects (e.g. physical, IT-security, cyber
security).

NOTE3  Security issues can have an effect on safety functions. See ISO/TR 22100-4 and IEC/TR 63074 for
further information.
2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

IS0 12100:2010, Safety of machinery — General principles for design — Risk assessment and risk reduction
ISO 13849-2:2012, Safety of machinery — Safety-related parts of control systems — Part 2: Validation

ISO 13855:2010, Safety of machinery — Positioning of safeguards with respect to the approach speeds of
parts of the human body

IS0 20607:2019, Safety of machinery — Instruction handbook — General drafting principles

IEC 61508-3:2010, Functional safety of electrical/electronic/programmable electronic safety-related
systems — Part 3: Software requirements

IEC 62046:2018, Safety of machinery — Application of protective equipment to detect the presence of
persons

© [S0 2023 - All rights reserved 1
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IEC 62061:2021, Safety of machinery — Functional safety of safety-related control systems

IEC/IEEE 82079-1:2019, Preparation of information for use (instructions for use) of products — Part 1:
Principles and general requirements

3 Terms, definitions, symbols and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 12100:2010 and the following
apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.4.3

safety-related part of a control system

SRP/CS

part of a control system that performs a safety function (3.1.27), starting from a safety-related input(s)
to generating a safety-related output(s)

Note 1 to entry: The safety-related parts of a control system start at the point where the safety-related inputs are
initiated (including, for example, the actuating cam and the roller of the position switch) and end at the output of
the power control elements (including, for example, the main contacts of a contactor).

3.1.2

machine control system

system which responds to input signals from parts of machine elements, operators, external control
equipment or any combination of these and generates output signals causing the machine to behave in
the intended manner

Note 1 to entry: The machine control system can use any technology or any combination of different technologies
(e.g. electrical/electronic, hydraulic, pneumatic and mechanical).

3:1:3

safety requirements specification

SRS

specification containing the requirements for the safety functions (3.1.27) that have to be met by
the safety-related control system in terms of characteristics of the safety functions (functional
requirements) and required performance levels (PL,) (3.1.6)

[SOURCE: IEC 61508-4:2010, 3.5.11, modified — Information from IEC 61508-4:2010, 3.5.12 has been
included.]

314

category

classification of the subsystem (3.1.45) in respect to its resistance to faults (3.1.8) and the subsequent
behaviour in the fault condition which is achieved by the structural arrangement of the parts, fault
detection and/or by their reliability

3.1.5

performance level

PL

discrete level used to specify the ability of safety-related parts of control systems (SRP/CS) (3.1.1) to
perform a safety function (3.1.27) under foreseeable conditions

Note 1 to entry: See 6.1 for a general overview of performance level.

2 © IS0 2023 - All rights reserved
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3.1.6

required performance level

PL,

performance level (3.1.5) required in order to achieve the required risk (3.1.19) reduction for each safety
function (3.1.27)

Note 1 to entry: See 5.3 and Figure A.1 for further information on required performance level (PL ).

3.1.7

safety integrity level

SIL

discrete level (one out of a possible four) for specifying the safety integrity requirements of safety
functions (3.1.27) to be allocated to the safety-related systems, where safety integrity level 4 has the
highest level of safety integrity and safety integrity level 1 has the lowest

Note 1 to entry: In this document only SIL 1 to SIL 3 are considered.

[SOURCE: IEC 61508-4:2010, 3.5.8, modified — “allocated to safety-related systems” has been added to
definition, NOTES have been deleted and new Note 1 to entry has been added.]

3.1.8

fault

abnormal condition that may cause a reduction in, or loss of, the capability of a functional unit to
perform a required function

Note 1 to entry: A fault is often the result of a failure (3.1.10) of the item itself, but can exist without prior failure.
Note 2 to entry: In this document “fault” means random fault or fault caused by a systematic failure (3.1.14).
[SOURCE: IEC 60050-192:2015, modified — Note 2 to entry has been amended.]

3.19

fault exclusion

exclusion of certain faults (3.1.8) within a safety-related part of a control system (SRP/CS), if this
exclusion can be justified due to the negligible probability of these faults

3.1.10
failure
termination of the ability of a device to perform a required function

Note 1 to entry: After a failure, the device has a fault (3.1.8).
Note 2 to entry: “Failure” is an event, as distinguished from “fault”, which is a state.

Note 3 to entry: Failures which only affect the availability of the process under control are outside of the scope of
this document.

[SOURCE: IEC 60050-192:2015, modified — Note 3 to entry has been amended.]

3.1:11
permanent fault
fault (3.1.8) of an item that persists until an action of corrective maintenance is performed

[SOURCE: IEC 60050-192:2015]

3.1.12

dangerous failure

failure (3.1.10) of an element and/or subsystem (3.1.45) and/or system that plays a part in implementing
the safety function (3.1.27) that:

a) prevents a safety function from operating when required (demand mode) or causes a safety
function to fail (continuous mode) such that the machine/machinery is put into a hazardous or
potentially hazardous state; or

© [S0 2023 - All rights reserved 3
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b) decreases the probability that the safety function operates correctly when required
[SOURCE: IEC 61508-4:2010, 3.6.7, modified — "EUC" has been replaced by "machine/machinery".]

3.1.13

common cause failure

CCF

failure (3.1.10) that is the result of one or more events, causing concurrent failures of two or more
separate channels (3.1.47) in a multiple channel subsystem (3.1.45), leading to failure of a safety function
(31.27)

Note 1 to entry: Common cause failures are not identical with common mode failures (see ISO 12100:2010, 3.36).

[SOURCE: IEC 61508-4:2010, 3.6.10, modified — "system failure" has been changed to "failure of a
safety function”. Note 1 to entry has been added.]

3.1.14

systematic failure

failure (3.1.10) related in a deterministic way to a certain cause, which can only be eliminated by a
modification of the design or of the manufacturing process, operational procedures, documentation or
other relevant factors

Note 1 to entry: Corrective maintenance without modification will usually not eliminate the failure cause.
Note 2 to entry: A systematic failure can be induced by simulating the failure cause.

Note 3 to entry: Examples of causes of systematic failures include human error in

— the safety requirements specification (SRS) (3.1.3),

— the design, manufacture, installation, operation of the hardware,

— the design, implementation, of the software, and

— inadequately specifying environmental conditions.

[SOURCE: IEC 60050-192:2015]

3.1.45
muting
temporary automatic suspension of a safety function(s) (3.1.27) by the SRP/CS

[SOURCE: IEC 61496-1:2020, 3.16]

3.1.16
harm
physical injury or damage to health

[SOURCE: ISO 12100:2010, 3.5]

3.1.17
hazard
potential source of harm (3.1.16)

Note 1 to entry: The term "hazard" can be qualified in order to define its origin (e.g. mechanical hazard, electrical
hazard) or the nature of the potential harm (e.g. electric shock hazard, cutting hazard, toxic hazard and fire
hazard).

Note 2 to entry: The hazard envisaged in this definition either:

— is permanently present during the intended use of the machine (e.g. motion of hazardous moving elements,
electric arc during a welding phase, unhealthy posture, noise emission, high temperature); or

4 © IS0 2023 - All rights reserved
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— can appear unexpectedly (e.g. explosion, crushing hazard as a consequence of an unintended/unexpected
start-up, ejection as a consequence of a breakage, fall as a consequence of acceleration/deceleration).

[SOURCE: I1SO 12100:2010, 3.6, modified — Note 3 to entry has been deleted.]

3.1.18
hazardous situation
circumstance in which a person is exposed to at least one hazard (3.1.17)

Note 1 to entry: The exposure can result in harm (3.1.16) immediately or over a period of time.
[SOURCE: 1SO 12100:2010, 3.10]

3.1.19
risk
combination of the probability of occurrence of harm (3.1.16) and the severity of that harm

[SOURCE: 1SO 12100:2010, 3.12]

3.1.20
residual risk
risk (3.1.19) remaining after risk reduction measures (protective measures) (3.1.22) have been taken

Note 1 to entry: See Figure 3.
[SOURCE: I1SO 12100:2010, 3.13, modified — Note 1 to entry has been modified.]

3.1.21
risk assessment
overall process comprising risk analysis (3.1.23) and risk evaluation (3.1.24)

[SOURCE: 1SO 12100:2010, 3.17]

3.1.22

risk reduction measure

protective measure

action or means to eliminate hazards (3.1.17) or reduce risks (3.1.19)

EXAMPLE Inherently safe design; protective devices; personal protective equipment; information for use
and installation; organization of work; training; application of equipment; supervision.

[SOURCE: ISO/IEC Guide 51:2014, 3.13]

3.1.23

risk analysis

combination of the specification of the limits of the machine, hazard (3.1.17) identification and risk
(3.1.19) estimation

[SOURCE: IS0 12100:2010, 3.15]

3.1.24
risk evaluation
judgement, on the basis of risk analysis (3.1.23), of whether risk reduction objectives have been achieved

[SOURCE: ISO 12100:2010, 3.16]

3.1.25
intended use of the machine
use of a machine in accordance with the information provided in the instructions for use

[SOURCE: ISO 12100:2010, 3.23]

© [S0 2023 - All rights reserved 5
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3.1.26

reasonably foreseeable misuse

use of a machine in a way not intended by the designer, but which can result from readily predictable
human behaviour

[SOURCE: ISO 12100:2010, 3.24]

3.1.27
safety function
function of a machine whose failure (3.1.10) can result in an immediate increase of the risk(s) (3.1.19)

Note 1 to entry: A safety function is a function implemented by a safety-related part of a control system, which is
needed to achieve or maintain a safe state for the machine, in respect of a specific hazardous event.

[SOURCE: ISO 12100:2010, 3.30, modified — Note 1 to entry has been added.]

3.1.28
sub-function
part of a safety function (3.1.27) whose failure (3.1.10) results in a failure of the safety function

Note 1 to entry: A sub-function is a function implemented by a subsystem (3.1.45) of the safety-related part of a
control system (SRP/CS). See also I[EC 61800-5-2:2016.

EXAMPLE Sub-functions according to IEC 61800-5-2 are, e.g. safe torque off (STO), safe stop 1 (SS1). See
Figure 6.

3.1.29
monitoring
diagnostic measure which detects a state and compares it to the expected value

Note 1 to entry: Monitoring is realised by the following methods, e.g. plausibility check (3.1.52), direct, indirect or
cross monitoring (3.1.30) (see Annex E), cyclic test stimulus.

3.1.30

cross monitoring

diagnostic measure which checks plausibility of redundant signals in both channels (3.1.47) of a
redundant subsystem (3.1.45)

3.1.31

programmable electronic system

PE system

system for control, protection or monitoring (3.1.29) based on one or more programmable electronic
devices, including all elements of the system such as power supplies, sensors and other input devices,
data highways and other communication paths, and actuators and other output devices

[SOURCE: IEC 61508-4:2010, 3.3.1]

3.1.32

mean time to dangerous failure

MTTF,,

expectation of the mean time to dangerous failure

Note 1 to entry: In the case of items with an exponential distribution of operating times to dangerous failure (i.e.
a constant failure rate) the MTTF, is numerically equal to the reciprocal of the dangerous failure rate.

[SOURCE: IEC 62061:2021, 3.2.38, modified — Note 1 to entry has been modified.]

3.1.33

MTBF

mean time between failures

expected value of the operating time between consecutive failures (3.1.10)

6 © IS0 2023 - All rights reserved
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3.1.34

RDF

ratio of dangerous failures

fraction of the overall failure (3.1.10) rate of an element that can result in a dangerous failure (3.1.12)

3.1.35
diagnostic coverage
DC

measure of the effectiveness of diagnostics, which is determined as the ratio between the failure (3.1.10)
rate of detected dangerous failures (3.1.12) and the failure rate of total dangerous failures

Note 1 to entry: Diagnostic coverage can exist for the whole or parts of a safety-related system. For example,
diagnostic coverage can exist for sensors and/or logic systems and/or power control elements.

3.1.36

mission time

Ty

period of time covering the intended use of a safety-related part of a control system (SRP/CS)

3.1.37

test rate

Iy

frequency of tests to detect faults (3.1.8) in a safety-related part of a control system (SRP/CS)

Note 1 to entry: Test rate is also used as reciprocal value of diagnostic test interval.

3.1.38

demand rate

Fq

frequency of demands for a safety function (3.1.27) to be performed by the safety-related part of a
control system (SRP/CS)

3.1.39

limited variability language

LVL

type of language that provides the capability to combine predefined, application specific, library
functions to implement the safety requirements specifications (SRSs) (3.1.3)

Note 1 to entry: An LVL provides a close functional correspondence with the functions required to achieve the
application.

Note 2 to entry: Typical examples of LVL are given in IEC 61131-3. They include ladder diagram, function block
diagram and sequential function chart. Instruction lists and structured text are not considered to be LVL.

Note 3 to entry: Typical example of systems using LVL: Programmable Logic Controller (PLC) configured for
machine control.

[SOURCE: IEC 62061: 2021, 3.2.62]

3.1.40

full variability language

FVL

type of language that provides the capability to implement a wide variety of functions and applications

Note 1 to entry: Typical example of systems using FVL are general-purpose computers.
Note 2 to entry: FVL is normally found in embedded software and is rarely used in application software.
Note 3 to entry: FVL examples include: Ada, C, Pascal, Instruction List, assembler languages, C++, Java, SQL.

[SOURCE: IEC 62061: 2021, 3.2.61]

© [S0 2023 - All rights reserved 4
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3.1.41

safety-related application software

SRASW

software specific to the application and generally containing logic sequences, limits and expressions
that control the appropriate inputs, outputs, calculations and decisions necessary to meet the safety-
related part of a control system (SRP/CS) requirements

3.1.42

safety-related embedded software

SRESW

software that is part of the system supplied by the manufacturer and is not intended for modification
by the end-user

Note 1 to entry: Embedded software is also referred to as firmware or system software. See, full variability
language (FVL) (3.1.40).

[SOURCE: IEC 61511-1:2016, 3.2.76.2]

3.1.43

high demand or continuous mode

mode of operation in which the frequency of demands on a safety-related part of a control system (SRP/
CS) to perform its safety function (3.1.27) is greater than one per year or the safety function retains the
machine in a safe state as part of normal operation

[SOURCE: IEC 61508-4:2010, 3.5.16]

3.1.44

low demand mode

mode of operation in which the frequency of demands on the safety-related part of a control system
(SRP/CS) to perform its safety function (3.1.27) is not greater than once per year

Note 1 to entry: Low demand mode is not addressed in this document. See Clause 1 for further details.
[SOURCE: IEC 61508-4:2010, 3.5.16, modified — Note 1 to entry has been amended.]

3.1.45

subsystem

entity which results from a first-level decomposition of a safety-related part of a control system (SRP/
CS) and whose dangerous failure (3.1.12) results in a dangerous failure of a safety function (3.1.27)

Note 1 to entry: The subsystem specification includes its role in the safety function and its interface with the
other subsystems of the SRP/CS.

Note 2 to entry: One subsystem can be part of one or several SRP/CS, e.g. the same combination of contactors can
be used to de-energise a motor in case of detection of a person in a danger zone and also in case of opening a safe
guard.

3.1.46
subsystem element
part of a subsystem (3.1.45) comprising a single component or any group of components

Note 1 to entry: A subsystem element can comprise hardware or a combination of hardware and software. For
the purposes of this document, software-only components are not considered subsystem elements.

Note 2 to entry: For the safety-related values of components or parts of control systems, see Annex O.

3.1.47
channel
element or group of elements that independently implement a safety function (3.1.27) or a part of it

Note 1 to entry: Channel can be a functional channel or a testing channel.

8 © IS0 2023 - All rights reserved
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[SOURCE: IEC 61508-4:2010, 3.3.6, modified — “or a part of it” has been added to the definition and
Note 1 to entry has been added.]

3.1.48

operating mode

mode of operation in a machine (e.g. automatic, manual, maintenance) to select predefined machine
functions and safety measures related to those functions

Note 1 to entry: For each specific operating mode, the relevant safety functions (3.1.27) and/or risk reduction
measures (3.1.22) are implemented.

Note 2 to entry: Operating mode is not a machine function itself. The functions (including safety functions)
summarized under an operating mode can only be used when that particular operating mode has been activated.

3.1.49

well-tried safety principle

principle that has proved effective in the design or integration of safety-related control systems in the
past, to avoid or control critical faults (3.1.8) or failures (3.1.10) which can influence the performance of
a safety function (3.1.27)

Note 1 to entry: Newly developed safety principles can only be considered as equivalent to well-tried if they are
verified using methods which demonstrate their suitability and reliability for safety-related applications.

Note 2 to entry: Well-tried safety principles are effective not only against random hardware failures, but also
against systematic failures (3.1.14) which can creep into the product at some point in the course of the product life
cycle, e.g. faults arising during product design, integration, modification or deterioration.

Note 3 to entry: ISO 13849-2:2012, Tables A.2, B.2, C.2 and D.2 address well-tried safety principles for different
technologies.

3.1.50
well-tried component
component successfully used in safety-related applications

Note 1 to entry: See 6.1.11 for requirements and ISO 13849-2:2012 for a list of recognized well-tried components.

3.1.51

dynamic test

executing either software or operating hardware, or both, in a controlled and systematic way, so as to
demonstrate the presence of the required behaviour and the absence of unwanted behaviour

Note 1 to entry: The test fails if monitoring (3.1.29) did not detect the change as expected.

Note 2 to entry: The use of test pulses is a common technology of dynamic testing and is widely used to detect
short circuits or interruptions in signal paths or malfunctions.

3.1.52

plausibility check

diagnostic measure which is monitoring (3.1.29) that the state of an input (output) fits to the state of the
system or other inputs (outputs)

3.1.53
verification

confirmation, through the provision of objective evidence, that specified requirements have been
fulfilled

Note 1 to entry: The objective evidence needed for a verification can be the result of an inspection or of other
forms of determination such as performing alternative calculations or reviewing documents.

Note 2 to entry: The activities carried out for verification are sometimes called a qualification process.

Note 3 to entry: The word “verified” is used to designate the corresponding status.

© [S0 2023 - All rights reserved 9
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[SOURCE: ISO 9000:2015, 3.8.12]

3.1.54

validation

confirmation by examination and provision of objective evidence that the particular requirements for a
specific intended use are fulfilled

Note 1 to entry: The objective evidence needed for a validation is the result of a test or other form of determination
such as performing alternative calculations or reviewing documents.

Note 2 to entry: The word “validated” is used to designate the corresponding status.
Note 3 to entry: The use conditions for validation can be real or simulated.
[SOURCE: IEC 61508-4:2010, 3.8.2]

3.1.55

skilled person

person with relevant training, education, and experience to enable him or her to perceive risks (3.1.19)
and to avoid hazards (3.1.17) associated with the relevant equipment

Note 1 to entry: Several years of practice in the relevant technical field can be taken into consideration in
assessment of professional training.

[SOURCE: 1SO 14990-1:2016, 3.5.4, modified — “electricity” has been replaced by “the relevant
equipment” in the definition and Note 1 to entry has been added ]

3.1.56
black box
device, system or object which can be viewed in terms of its inputs and outputs only

3.1.57
grey box
device, system or object where some of the internal functions are known

Note 1 to entry: The third way for functional testing is “white box”, where all internal functions are known.

3.1.58

average frequency of a dangerous failure per hour

PFH

average frequency of a dangerous failure of a safety-related part of a control system (SRP/CS) (3.1.1) to
perform the specified safety function over a given period of time

[SOURCE: IEC 61508-4:2010, 3.6.19, modified — “an E/E/PE" has been deleted.]
3.2 Symbols and abbreviated terms

Table 1 — Symbols and abbreviated terms

Symbol or
abbreviated Description Subclause or section
term
a,b,cde denotation of performance levels Table K.1
AOPD active optoelectronic protective device (e.g. light barrier) Annex H
B, 1,2,3,4 denotation of categories Table 5
B number of cycles until 10 % of the components fail dangerously i
10D : : Annex C
(for components with mechanical wear)
Cat. category 314
cC current converter Annex |
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Table 1 (continued)
Symbol or
abbreviated Description Subclause or section
term
CCF common cause failure 3113
DC diagnostic coverage I R
DCyve average diagnostic coverage E.2
EMI electromagnetic interference E36.1
ETA event tree analysis 10.3:2
F, F1,F2 frequency and/or exposure times to hazard A32
FB function block Annex ]
FVL full variability language 3.1.40
FMEA failure modes and effects analysis 6.1.5
FMECA failure modes, effects and criticality analysis 10.3.2
FTA fault tree analysis 1m.32
Fp(®) cumulated distribution function C4.3
HFT hardware fault tolerance 61
111,12 input device, e.g. sensor el
ij index for counting Annex D
I/0 inputs/outputs Table E.1
i interconnecting means Figures 7,8,9,10
K1A,K1B contactors Annex |
L, L1, L2 logic 6.1
LVL limited variability language 3:1.39
Ap dangerous failure rate of a component Annex C
M motor Annex |
MTTF mean time to failure Annex C
MTTE}, mean time to dangerous failure 3. 1.3
MTTR mean time to restoration Annex D
n N, N number of items 6:2, D1
Nica number of subsystems with PL,,, in a combination of subsystems 6.2,
Moy mean number of annual operations Annex C
0,01, 02, OTE gluetr;r)llé'lcl:lsev'lce, output of the test equipment, e.g. power control 6.1
B P1,P2 possibility of avoiding or limiting harm A.3.3
PE system programmable electronic system 3.1.31, Annex H
PFH average frequency of a dangerous failure per hour 3.1.58, Table 2
Table K.1
PL performance level 315
PLC programmable logic controller Annex |
PLy,,, lowest performance level of a subsystem in a combination of sub- 6.2
systems
PL required performance level 36
ry demand rate 3:1.38
re test rate 237
RDF ratio of dangerous failures 3.1.34
RS rotation sensor Annex |

© [S0 2023 - All rights reserved
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Table 1 (continued)
Symbol or
abbreviated Description Subclause or section
term
58152 severity of injury A31
SB subsystem Figures 13, H.1, H.2
S0S safe operating stop SAZD
SS2 safe stop 2 5.2.2.2
SW1A, SW1B, |position switches J—
Swz2 EE—
SIL safety integrity level 3.1.7, Clause 6
SLS safely limited speed Table 3
SRASW safety-related application software 3.1.41
SRESW safety-related embedded software 3.142
SRP/CS safety-related part of a control system 3.1
SRS safety requirements specification i ke
STO safe torque off Tables 3 and N.2
TE test equipment 5 8
Ty mission time 3.1.36
Tion mean time until 10 % of the components fail dangerously Annex C

4 QOverview

4.1 Risk assessment and risk reduction process at the machine

The risk assessment and risk reduction process is defined by ISO 12100:2010 as shown in Figure 2.
ISO 13849-1 (this document) is included in the risk reduction process when a safety function and its
corresponding SRP/CS are used to provide the risk reduction.

NOTE1  For further information see ISO/TR 22100-2:2013.

The SRS and the design of the SRP/CS shall take into account the result of the risk assessment including
the intended use and reasonably foreseeable misuse of the machine (see Figure 1 and Figure 2).

NOTE 2  This document does not apply to non-SRP/CS of a machine (see Figure 6).
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This iterative risk reduction process shall be carried
out separately for each hazard, hazardous situation,
under each condition of use.

-+ Risk analysis
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Are
NO other hazards

Has
the risk been
adequately
reduced??

Can
the hazard
be removed?

END

Documentation

generated?

At each step of the iterative process:
risk estimation, risk evaluation and,
if applicable, risk comparsion.

Step 1

Risk reduction by

Can
the risk
be reduced by
inherently safe
design
measures?

inherently safe
design measures

Is the
intended risk
reduction
achieved?

Is the
intended risk
reduction
achieved?

Step 2
Can Risk reduction by
the risk YES safeguarding
be reduced by imol andfor ;
guards, protective implementation o
devices? complementary
protective measures
Step 3
Can
VI fs e Risk reduction by  |—»

specified
again?

information for use

Is the
intended risk
reduction
achieved?

Figure reproduced from ISO 12100:2010, Figure 1.

The first time the question is asked, it is answered by the result of the initial risk assessment.

Risk reduction by safeguarding may be realized by SRP/CS that execute safety functions. In this case this
document can be applied.

Figure 2 — Schematic representation of risk reduction process including iterative three-step

© [S0 2023 - All rights reserved
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NOTE 3 In special cases, this document applies also to step 3 of Figure 2. For examples of indications and
alarms see Annex M.

4.2 Contribution to the risk reduction

From the risk assessment, the designer shall decide the contribution to the risk reduction provided
by each relevant safety function carried out by the SRP/CS. This contribution covers the risk reduced
by the application of each particular safety function (see Figure 3). It does not cover the overall risk of
machinery under control.

EXAMPLE Safety-related stop function on a press initiated by using an electro-sensitive protective device or
the door-locking safety function of a washing machine.
residual required risk before
risk risk protective
obtained reduction measures

adequately reduced risk <—I—> inadequately reduced risk

low
risk

high
risk

Solution 2 safety function < mg;lslgges

Key

Solution 1 Important part of risk reduction due to protective measures other than the safety function (e.g.
mechanical measures), small part of risk reduction due to safety function (e.g. guard or interlocking
function).

Solution 2 Important part of risk reduction due to the safety function, small part of risk reduction due to
protective measures other than the safety function.

NOTE See ISO 12100:2010 for further information on risk reduction.

Figure 3 — Overview of the risk reduction measures for each hazardous situation

4.3 Design process of an SRP/CS

Figure 4 shows the design process of an SRP/CS and determining whether the SRP/CS achieves the
intended risk reduction.
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Risk reduction by yes

S

tep 2

Risk reduction by safeguarding
Implementation of complementary protective measures

Risk reduction no

safeguarding?

Figure 4 — Iterative process for design of safety-related parts of control systems (SRP/CS)

4.4 Methodology

> by safety functions?

Performed for each
safety function

Specify the safety function including the
determination of the PL; in SRS
(Clause 5)

!

Design the SRP/CS to perform the safety
= function
(Clause 6)

!

Evaluate PL

* Category (6.1.3)
* MTTF, (6.1.4)
* DC (6.1.5)
» CCF (6.1.6)
* Systematic failures (6.1.7)
» Basic safety principles (IS0 13849-2)

When applicable:

* Well-tried safety principles (3.1.49)

+ Well-tried components (3.1.50)

» Software (7 and Annex])

Verification
successful PL = PL;?
(Clause 8)

no

Validation
successful?
(Clause 10)

no All yes \

safety functions

ISO 13849-1:2023(E)

To Figure 2

Is the in-

analysed?

This document uses the following methodology:

a) specification of safety functions (Clause 5);

© [S0 2023 - All rights reserved
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b) design and technical realization of the safety functions including identification of the SRP/CSs and
their subsystems which carry out each safety function;

1) design considerations (Clause 6),
2) software safety requirements (Clause 7);
c) verification that the achieved PL meets PL, (Clause 8);
d) ergonomic aspects of the design (Clause 9);
e) validation (Clause 10 or ISO 13849-2:2012);
f) maintenance (Clause 11);
g) technical documentation (Clause 12);
h) information for use (Clause 13).

The required performance level (PL,) corresponds to the required risk reduction to be provided by
the safety function. The greater the contribution to the risk reduction needed (depending on the initial
risk), the higher the required safety performance shall be. The performance levels of the safety function
are defined in terms of average frequency of dangerous failure of the safety function per hour. There
are five performance levels, ranging from providing a low contribution to risk reduction for PL a, to a
high contribution to the risk reduction for PL e. The defined ranges of frequency of a dangerous failure
per hour are shown in Table 2.

Table 2 — Performance levels

Average frequency of a dangerous failure per hour (PFH)
PL 1/h
a 10-5<PFH <104
b 3x10°6<PFH <105
c 10°5<PFH <3 x 1076
d 107 < PFH < 1076
e PFH< 107
NOTE The PFH value is considered to be identical to the PFH according to IEC 62061:2021 and the IEC 61508 series.

Subsystems (see 5.5) shall be evaluated using the same process as is used for SRP/CS systems, according
to Clauses 5 to 13. For each safety function, the achieved performance level shall meet or exceed the
required performance level (PL,).

4.5 Required information
To fulfil the requirements of this document, the following information is necessary:
— results of the risk assessment of the machine or part of it;

— information for all safety functions (see Clause 5) determined to be necessary for the risk reduction
process for each hazard including:

— detailed description of each safety function including their contribution to risk reduction (see
LR

— determination of the required performance level (PL,) for each safety function (see 5.3).

NOTE This information can be given in applicable Type-C standards.
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4.6 Safety function realization by using subsystems
The realisation of a safety function can be done by:

— using previously validated subsystems according to this document, IEC 62061:2021, the
IEC 61508 series or other relevant safety-related product standards (e.g. the IEC 61496 series and
[EC 61800-5-2);

— designing new subsystems according to this document; or

— acombination of both alternatives above (see example in Figure 5).

| |
| T _—
e el : Machine
Initiation | % o i i |
event | | | \ \ | actua;or_-
(e.g.person | Lo < ALLB AL|B | {e'gi.ﬂ?;dlc
entersthe | | | A XM ol | ok
foradenel | :E[:j Kl::j; piit e | Gl
I [ Sy, - I movement)
I INPUT subsystem LOGIC subsystem OUTPUT I
| (e.g. ESPE @ protective device) (e.g. safety relay) subsystem |
| safety sub-function: safety sub-function: (e.g. valves) |
[ Detect presence in field, Evaluate ESPE @ inputs, safety sub-function: stop I
| generate outputs generate outputs, hazardous movement I
| Monitor if a stop is executed new subsystem |
| |
| I
| v I
| |
| Safety Function |
| |

(detect entry to hazard zone and stop hazardous movement)

Key

a  Electrosensitive protective equipment (ESPE).

Figure 5 — Example of combination of subsystems

5 Specification of safety functions

5.1 Identification and general description of the safety function

A safety function shall have a general description to define how the SRP/CS contributes to risk
reduction. The description shall be linked to hazards identified in the risk assessment and shall state
how the function operates to achieve the required safety. The process for specifying safety functions
requires detailed information from the risk assessment performed in accordance with 1SO 12100:2010.

The objective of this subclause is to provide guidance on how to specify the requirements of each safety
function to be implemented by the SRP/CS.

Part of the risk reduction process is to determine the safety functions of the machine, e.g. prevention of
unexpected start-up. A safety function may be implemented by one or more subsystems combined as an
SRP/CS, and several safety functions may share one or more subsystems, e.g. a logic unit, power control
element(s).

Specification of the safety function can take place as described in SO 12100:2010, 6.2.11 and afterwards
as a part of the design specification for the SRP/CS according to this document.

Clause 5 addresses the following steps:
a) General description of the safety function (linking hazards to safety functions);

b) Detailed description of the safety requirements (see 5.2);

© [S0 2023 - All rights reserved 17



ISO 13849-1:2023(E)

¢) Determination of the PL, for each safety function (see 5.3);

d) Review of the SRS (see 5.4).
5.2 Safety requirements specification
5.2.1 General requirements

5.2.1.1 General

The SRS is the basis for all SRP/CS design activities and shall document details of each safety function
to be performed.

The SRS provides the necessary information at the transition from the risk assessment and risk
reduction process according to ISO 12100:2010 to the SRP/CS design and evaluation process according
to this document, especially if these two processes are performed by different persons or organizations
(see Table 3).
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Table 3 — Transition from the risk assessment and risk reduction process according to
IS0 12100:2010 to the SRP/CS design and evaluation process according to ISO 13849-1 (this

document)
Necessary information to produce the Transformation Examples of specifications of safety func-
SRS (see 5.2.1.2) tions in the SRS (see 5.2.1.3)
— results of risk assessment of the required safety functions (examples):
machine or part of it, including
hazardous parts and required 1) interlocking function

overall risk reduction

. ) L — operating mode (all)
— machine operating characteristics,

e.g. intended use — triggering event: opening of a

) movable guard
— emergency operation

— safety-related reaction: safe torque

— description of the interaction of off (STO) of all movements
different working processes and
manual activities, e.g. repairing — PL.d

— ergonomic aspects — response time

— limits of use in relation to — etc

environmental conditions

2) safely limited speed (SLS)
— operating mode (manual)

— triggering event: speed is higher
than the specified limit

— safety-related reaction: safe torque
off (STO) of all movements

— PL.c

— response time

— etc.

5.2.1.2 Necessary information to produce the safety requirements specification (SRS)
NOTE1 The following information is used for technical documentation. For information for users see 13.3.

The following information shall be available to the designer of the safety-related control system to
develop the SRS where relevant:

a) results of the risk assessment of the machine or part of it for each specific hazard where the
associated risk reduction measure(s) relies on a safety-related control system to perform a safety
function;

b) machine operating characteristics, including:
1) intended use of the machine,
2) reasonably foreseeable misuse,

3) operating modes (e.g. local mode, automatic mode, modes related to a zone or part of the
machine),

4) the mode(s) of operation during which the safety function is to be active,
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g)

5) cycle time, and

6) response time until a safe state is achieved according to 1SO 13855:2010, 5.1;
NOTE 2 The response time of the control system is part of the overall response time of the
machine. The required overall response time of the machine can influence the design of the safety-

related part, e.g. the need to provide a braking system.

NOTE 3 Operational functions (e.g. starting, normal stopping) can also be safety functions, but
this can be ascertained only after a complete risk assessment on the machinery has been carried out.

emergency operation (IEC 60204-1:2016+AMD1:2021, Annex E);

description of the interaction of different working processes and manual activities (e.g. repairing,
setting, cleaning, trouble shooting, modes of operation with the safeguards suspended);

ergonomic aspects to minimize incorrect operation or defeating;
limits of use in relation to environmental conditions;

effect of overlapping hazards (see A.4).

5.2.1.3 Specification of all safety functions in the safety requirements specification (SRS)

The SRS shall have the following information for each safety function in relation to the specific

application:

a) the brief description / title of the safety function;

b) the event that triggers the safety function;

c) thereaction to be initiated by the safety function output(s) to reach the intended safe state;
EXAMPLE1  Stop hazardous movements.

d) the required performance level PL, (see 5.3);

e) theresponse time for the machine to achieve a safe state after the demand is made upon the safety
function, e.g. the overall system stopping performance (reaction time plus stopping time) according
to ISO 13855:2010;

f) the operating mode(s) during which the safety function is to be active;

g) interfaces of the safety function with the machine control system and other safety functions;

h) if needed, in case of a fault detection in a functional channel, procedures to bring the machine to a
safe state including how the safe state is maintained until the fault is repaired;
EXAMPLE 2 If there is a fault in a functional channel and a controlled stop is not possible, then a fault
reaction can be initiated by using an immediate, uncontrolled stop.

i) the behaviour of the machine on the loss of power (see 5.2.2.8);
EXAMPLE 3 It can be necessary to hold a vertical axis in position to prevent a fall due to gravity forces.
Where external forces can have an impact on functional safety, for instance on those gravity loaded
axes, a reinforcement (e.g. for power elements) can be necessary because of systematic requirements. An
appropriate design solution can be the integration of a non-return valve on cylinders or supplementary
mechanical brakes. This can also require the design of two separate safety functions: One with power
available and another without power available.

j) the demand rate of the safety function and/or the frequency of operation of the SRP/CS;

k) the priority of the safety functions that can be simultaneously active and that can cause conflicting
action;
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EXAMPLE4  Anemergency stop function has priority over all other functions.

EXAMPLES5  The safely limited speed (SLS) function can be a precondition of a "hold to run" safety
function.

1) safety-requirements of type-C standards for the design of an SRP/CS or subsystem (e.g.
ISO 23125:2015, ISO 16090-1);

m) the conditions to permit the restart after the activation of the safety function.

NOTE Automatic reset of a safety function is appropriate in situations where continuous detection of an
individual prevents the hazardous situation.

See 5.2.2 and Annex M for typical safety functions and their characteristics and safety-related
parameters.

5.2.2 Requirements for specific safety functions

5.2.2.1 General

This subclause provides additional requirements for specific safety functions that are commonly
applied in many SRP/CS.

5.2.2.2 Safety-related stop function

A safety-related stop function (e.g. initiated by a safeguard) shall as soon as necessary after actuation,
put the machine in a safe state. Such a safety-related stop function shall have priority over all relevant
starts and non-safety-related stops. When a group of machines is working together in a coordinated
manner, provision shall be made for signalling either the supervisory control or the other machines, or
both, that such a stop condition exists.

As a result of the risk assessment, safety-related stop functions can be realised according to the stop
categories in I[EC 60204-1:2016+AMD1:2021, 9.2.2.

NOTE IEC 61800-5-2:2016 provides information about safety-related power drive systems including
descriptions of safe-torque off (STO), safe stop 1 (S51), safe stop 2 (S52) and safe operating stop (SOS).

After a stop command has been initiated by a safety function, the stop condition shall be maintained
until safe conditions for restarting exist. See also Table M.1.

5.2.2.3 Manual reset function

The re-establishment of the safety function by resetting of the safeguard cancels the stop command. If
indicated by the risk assessment, this cancellation of the stop command shall be confirmed by a manual,
separate and intended action (manual reset).

The manual reset function shall:

— beprovided through a separate and manually operated device that is separate from start command,
— only be achieved if all affected safety functions and safeguards are operational,

— not initiate a hazardous situation by itself,

— beinitiated by intended action,

— enable the control system to accept a separate start command, and

— only be accepted by monitored signal change, in order to avoid foreseeable misuse.
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— when safety is maintained by other means.

The muting function shall be initiated and terminated automatically. This shall be achieved by the use
of appropriately selected and placed sensors or by signals from the machine control system. Incorrect
signals, sequence, or timing of the muting sensors or signals shall not allow a mute condition.

The part or parts of the control system that performs the muting function shall have an appropriate
safety-related performance (PL according to this document or SIL according to IEC 62061:2021) and
shall not reduce the safety-related performance of the protective function below that required for the
application.

At the end of muting, all affected safety functions shall be reinstated and active.

The implementation of muting shall meet the requirements of IEC 62046:2018. See also Table M.1.

5.2.2.7 Safety-related parameters

When safety-related parameters, e.g. position, speed, temperature, time, torque or pressure, deviate
from pre-set limits, the safety-related control system shall initiate appropriate measures.

If errors in manual inputting of safety-related data in programmable or configurable electronic systems
can lead to a hazardous situation, then a data checking measure shall be provided, e.g. check of limits,
either format or logic input values, or both. For additional requirements, see 6.3 and Table M.2.

5.2.2.8 Fluctuations, loss and restoration of power sources

When fluctuations in energy levels outside the designed operating range occur, including loss of energy
supply, the SRP/CS shall continue to provide or initiate output signal(s) which will enable other parts of
the machine system to maintain a safe state. See also Table M.2.

5.2.2.9 Requirements for operating mode selection

Selection of operating mode is a safety function when the selection enables or disables safety function(s).
The following is required:

a) only one operating mode shall be active at a time; each selected operating mode shall be clearly
identifiable or indicated;

b) mode selection by itself shall not initiate machine operation. A separate actuation of the start
control shall be required;

c) when changing from one operating mode to another, safety functions and/or risk reduction
measures necessary for the selected operating mode shall be activated without any loss of the
intended risk reduction during the transition;

d) the means of selecting the operating mode shall not degrade the PL of the safety functions active in
that mode.

See also Table M.1.

5.2.2.10 Safety function(s) for maintenance tasks

The design of the machine shall take into account maintenance tasks on the machine and provide
safety functions for these tasks. The results of the risk assessment for each maintenance task shall be
considered in the specification of the safety functions.

NOTE 1 Maintenance tasks can include, but are not limited to:
— setting;

— teaching/programming;
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— process/tool changeover;

— cleaning and housekeeping;

— sanitizing;

— planned or unplanned preventive or corrective maintenance;
— troubleshooting/fault finding;

— faultdiagnosis.

Some maintenance tasks require a full isolation of the machine from all power sources and therefore
do not rely on the SRP/CS. Where manual suspension or override of specific safety functions is needed
for maintenance tasks that require either power or machine movements, or both, while maintenance
personnel are inside the hazard zone, such operation shall only be allowed by providing appropriate
alternative safety functions (e.g. enabling device safety function with a speed limiting safety function).

EXAMPLE Teaching/ programming, troubleshooting, process fine-tuning are tasks requiring power and
machine movement.

The following safety functions, used singularly or in combination, are examples of what is often
provided for maintenance tasks:

a) hold-to-run;

b) enabling control;

c¢) monitoring or limiting of, e.g. speed, torque, power, position, location, temperature, level;
d) prevention of unexpected start-up;

e) disconnection and energy dissipation;

f) mechanical restraint or containment.

See Annex M for additional information.

The motivation to defeat or circumvent risk reduction measures provided by the SRP/CS during
maintenance of the machine shall be considered when specifying, designing and selecting the SRP/CS
(see 5.2.3).

The design of SRP/CS shall consider that additional personnel other than the intended operator(s)
perform a task, e.g.:

— an operator performs reset and restart functions while maintenance personnel are inside the
hazard zone;

— risk reduction measures intended to protect an individual are inappropriately used for multiple
personnel.

In maintenance mode, the design of the SRP/CS shall prevent a remote access (see 5.2.4) to the machine
control system without appropriate notification or indication to persons that are at or near the machine.

5.2.3 Minimizing motivation to defeat safety functions

The motivation to defeat or circumvent a safety function depends on the process, the intended use
of the machine (or parts of the machine) and the design details of the risk reduction measure(s). The
motivation to defeat a safety function shall be minimized in the design of the SRP/CS.

NOTE1 Safety research has shown that many injuries occur due to defeat of either safety function or
safeguards, or both. See Bibliography for more information.
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EXAMPLE When designing risk reduction measures and safety functions, the following circumstances can
introduce a motivation to defeat and can be considered:

— therisk reduction measure prevents the task from being performed;
— there is a need to perform a task that was not identified and assessed for hazards and risks;

— the risk reduction measure slows down production or interferes with any other activities or preferences of
the user;

— therisk reduction measure is difficult to use;

— either the risk reduction measure or its associated hazard, or both, are not recognized as such by personnel;
— therisk reduction measure is not accepted as suitable, necessary or appropriate for its function;

— unlimited access to the SRP/CS hardware and software systems which implement the safety functions.

NOTE 2  Providing means to perform tasks easily whilst protecting operators can lessen the motivation to
defeat or circumvent safety function(s) and/or safeguard(s).

NOTE3 ISO 14119 gives a method and shows examples on how to minimize possibilities to defeat an
interlocking device.

The use and access to programmable systems introduces an additional possibility to defeat or
circumvent safety functions if not properly applied or supervised.

5.2.4 Remote access

When the machine control system can be accessed remotely, the SRP/CS shall remain operational.
Additional risk reduction measures can be used when provided in the information for use.

The design of the SRP/CS shall only allow remote access of a machine when specific measures are in
place to prevent dangerous situations that can arise due to the undetected presence of persons being
inside or near to the machine (e.g. see 5.2.2.2).

Safety-related software of the SRP/CS shall not be modifiable by remote access unless the local
validation of the safety function is performed.

NOTE A remote start that is unexpected to persons working at the machine can lead to injury.

5.3 Determination of required performance level (PL,) for each safety function

For each selected safety function, a required performance level (PL.) shall be determined and
documented. The determination of the PL . shall be based on the result of the risk assessment and shall
correlate to the needed risk reduction (see Figure 3). Annex A provides guidance for the determination
of the PL, for the safety function. Overlapping hazards, if relevant, shall also be considered when

defining the safety functions. See A.3 for further guidance.

NOTE1  Other methods for the determination of PL, can be used (e.g. the method in IEC 62061:2021, Annex A).
NOTE2  Type-C standards typically provide information on PL..

NOTE 3  Asthemethodology for determining PL,includes subjective estimations, some variability is acceptable
in the practical application of particular cases.

NOTE4  The PL, for a safety function determines the required reliability of the control system to execute the

safety function and to achieve the intended risk reduction. The PL, is determined using several factors of risk.
See also Annex A.
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5.4 Review of the safety requirements specification (SRS)

The SRS shall be verified against the risk assessment before starting the design. The review shall
ensure that all safety functions are specified to achieve the intended risk reduction at the machine. See
also 10.2 for the validation of the SRS.

The SRS shall be validated according to the requirements of 10.1.1

5.5 Decomposition of SRP/CS into subsystems

The safety functions can be decomposed into sub-functions that are allocated to subsystems. The
description of each sub-function shall include:

— the safety requirements for the sub-function (functional and integrity);
— inputs and outputs of each sub-function.

An SRP/CS can comprise:

— one or several previously validated subsystem(s);

— one or several subsystem(s) based on subsystem element(s);

— acombination of both alternatives above.

By definition of the subsystem, a dangerous failure of any subsystem results in the loss of the whole
safety function.

EXAMPLE Figure 6 provides an example of decomposition starting with a detection and evaluation of an
‘initiating event’ (e.g. manual actuation of a push button, opening of guard, interruption of beam of AOPD) and
ending with an output causing a safe reaction of a ‘machine actuator’ (e.g. motor, cylinder).

NOTE1  Safety function 1 is decomposed into sub-function 1, sub-function 2 and sub-function 3. Sub-function
1is performed by subsystem 1, etc.

NOTE 2  Safety function 2 is decomposed into sub-function 4 and sub-function 5. Sub-function 4 is performed
by subsystem 4, etc.

NOTE 3  Safety function 3 is decomposed into sub-function 6 and sub-function 5. Sub-function 6 is performed
by subsystem 6, etc.

initiation event —————— = control system —_» machine actuator
A

sensing evaluating controlling
safety function 1
performed by @ || Inputl Logic 1 Output 1 -
SRP/CS 1
subsystem 1 subsystem 2 subsystem 3
safety function 2 Sa]fett%‘
performed by @& Tpit2 t;l:tif
SRP/CS 2 el i i gy
/ r the
subsystem 4 | L ] R control
Bl Logic 2 Output 2 iz system
safety function 3 b 5
performedby @ mput3 [ subsystem g
SRP/CS 3
subsystem 6
operational function 1 non-
performed by Logic 3 Output 3 ——= safety
control system 1 related
> partof
operational function 2 the
performed by @— Input4 Logic 4 Output4 ——» control
control system 2 system

Figure 6 — Example of decomposition of safety functions and their allocation to subsystems
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Figure 6 shows a block diagram of subsystems combined as SRP/CS(s) for:
— initiation event (e.g. opening of a guard, interruption of beam of AOPD);
— input (e.g. limit switch, sensor, AOPD) (subsystems 1, 4 and 6);

— logic/processing (subsystems 2 and 5);

— output/power control elements (e.g. valve, contactor, current converter, brakes) (subsystems 3 and
5);

— machine actuator (e. g. motor, cylinder);
— interconnecting means (e.g. electrical, optical).

The decomposition of an SRP/CS into subsystems represented in Figure 6 is typical, but the whole SRP/
CS may be also realized by a single subsystem or more than three subsystems.

NOTE4  An SRP/CS can be implemented by one single subsystem having a sensor, logic and power control
elements. An example for an SRP/CS implementation with a single subsystem is an “Intelligent” sensor unit
(e.g. light curtain, laser scanner) with integrated output switching device (e.g. relay to switch-off a dangerous
movement).

NOTES5  One subsystem or SRP/CS can implement safety functions and standard control functions. The
designer can use any of the technologies available, single or in combination. SRP/CS can also provide an
operational function (e.g. an AOPD as a means of cycle initiation).

The designer of a previously validated subsystem shall provide the relevant information according to
18.2.

NOTE6  The designer of a previously validated subsystem can be a system integrator, machine manufacturer

or a component manufacturer.

6 Design considerations
6.1 Evaluation of the achieved performance level

6.1.1 General overview of performance level
The ability to perform a safety function is determined by the evaluation of the performance level.

A performance level shall be determined for either each subsystem or each combination of subsystems,
or both, that perform a safety function. The PL of the subsystem shall be determined by the estimation
of the following aspects:

a) thearchitecture (see 6.1.3);
1) assign a category to the subsystem;

2) evaluate if the applicable qualitative (non-quantifiable) requirements of the category are met,
including:

— basic safety principles (ISO 13849-2:2012, Tables A.1, B.1, C.1 and D.1);
— well-tried safety principles (ISO 13849-2:2012, Tables A.2, B.2, C.2 and D.2);
— well-tried components (ISO 13849-2:2012, Tables A.3 and D.3, Annexes B and C);

3) evaluate that required behaviour under fault condition(s) is met;

b) the MTTF}, value for single components (see 6.1.4, and Annexes C and D);
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Table 5 — Overview of requirements for categories

MTTF,
Category Summary of require- Sub-fun(':tion be- Pr::;‘fﬁfe?:d offlf:f_h DC CCF
ments for subsystems haviour 3 avg
safety tional
channel
B Either subsystems or their |The occurrence of a Mainly char- Low to None Not rel-
protective equipment, or  [fault can lead to the acterized by | medium evant
[see both, as well as their com- |loss of the sub-func- selection of
6.1.3.2.2) ’ : .
ponents, shall be designed, |[tion. components
constructed, selected,
assembled and combined in
accordance with relevant
standards so that they can
withstand the expected
influences. Basic safety
principles shall be used.
1 Requirements of B shall The occurrence of a Mainly char- High None | Notrel-
@ apply. Well-tried compo- fault can lead to the acterized by evant
6.1.3.2.3) nents and well-tried safety |loss of the sub-func- selection of
——====J Iprinciples shall be used. tion, but the proba- components
bility of occurrence
is lower than for
category B.
2 Requirements of B and the |The occurrence of a Mainly char- Low to Low to See
use of well-tried safety fault can lead to the acterized by high medium | Annex F
(see inciples shall appl loss of the sub-func- structure
6.1.3.2.4) |Principies shall apply. :
e tion between the
Subsystems shall be tested
: ; tests.
at suitable intervals.
The loss of sub-func-
tion is detected by
the test.
3 Requirements of B and the |When a single fault Mainly char- Low to Low to See
[Gee use of well-tried safety occurs, the sub-func-| acterized by high medium | Annex F
6.1.3.2.5) principles shall apply. tion is always per- structure (re-
Subsystem shall be de- formed. dundancy)
signed, so that Some, but not all,
— asingle fault in any of faults will be detect-
these parts doesnot | €%
lead to the loss of the Accumulation of un-
sub- function, and detected faults can
lead to the loss of the
— whenever reasonably |<ub-function.
practicable, the single
faultis detected.
NOTE  For full requirements, see 6.1.3.2.
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Table 5 (continued)
MTTF
; : Principle used | ofeach
Category Summary of require- Sub-fum_:tmn be- to achieve func- DC CCF
ments for subsystems haviour . avg
safety tional
channel
4 Requirements of B and the |When a single fault Mainly char- High High See
( use of well-tried safety occurs, the sub-func-| acterized by including | Annex F
e principles shall apply. tion is always per- structure (re- accumu-
6:1.3.2.6) :
formed. dundancy) lation of
Subsystem shall be de- faults
signed, so that Detection of accu-
. el il ¢ |mulated faults re-
e LA duces the probabil-

these parts does not
lead to a loss of the
sub-function, and

ity of the loss of the
sub-function (high
DC).

— the single fault is The Exlts will be
detected at or before |{eatected in time to

the next demand upon | ,revent the loss of
the _sub—_functlonf the sub-function.
but if this detection

is not possible, an
accumulation of
undetected faults shall
not lead to the loss of
the sub-function.

NOTE  For full requirements, see 6.1.3.2.

The selection of a category for a particular subsystem depends mainly upon

a) thereduction in risk to be achieved by the safety function to which the subsystem contributes,
b) the required performance level (PL,),

c) the technologies used,

d) the consequences arising in the case of a fault(s) in an element of the subsystem,

e) the possibilities of avoiding a fault(s) in that subsystem (systematic failure),

f) the mean time to dangerous failure (MTTFp),

g) the diagnostic coverage (DC), and

h) the CCFs in the case of categories 2, 3 and 4.
6.1.3.2 Designated architectures — Specification of categories

6.1.3.2.1 General
The following designated architectures meet the requirements of the respective category.

The designated architectures show a logical representation of the structure of the subsystems for each
category.

NOTE1 For categories 3 and 4 not all parts are necessarily physically redundant but there are redundant
means of assuring that a single fault cannot lead to the loss of the sub-function. Therefore, the technical
realization (for example, the circuit diagram) can differ from the logical representation of the architecture.

Figure 7 to Figure 11 do not show examples but general designated architectures. A deviation from
these architectures is always possible, but any deviation shall be justified, by means of appropriate
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analytical tools, e.g. Markov modelling, fault tree analysis (FTA), such that the subsystem meets the
required performance level (PL.). For a subsystem that deviates from the designated architectures, a
detailed calculation shall be provided to demonstrate the achievement of the PL..

The lines and arrows in Figure 7 to Figure 11 represent logical interconnecting means and, where
applicable, diagnostic means.

NOTE 2  The structure of a subsystem is a key characteristic having great influence on the PL. Even if the
variety of possible structures is high, the basic concepts are often similar. Thus, most structures that are present
in the machinery field can be mapped to one of the categories. For each category, a typical representation as a
safety-related block diagram can be made. These typical realizations are called designated architectures and are
listed in the context of each of the following categories.

If the simplified procedure of 6.1.8 is used to estimate the PL, the architecture of the subsystem shall be
equivalent to the designated architecture of the claimed category.

6.1.3.2.2 Category B

Subsystem of category B shall, as a minimum, be designed, constructed, selected, assembled and
combined in accordance with the relevant standards and use basic safety principles (see also
1SO 13849-2:2012) for the specific application to withstand

— the expected operating stresses, e.g. the reliability with respect to breaking capacity and frequency,
— the influence of the processed material, e.g. detergents in a washing machine, and

— other relevant external influences, e.g. mechanical vibration, electromagnetic interference (EMI),
power supply interruptions or disturbances.

The MTTF, of the channel shall be at least low.
The maximum PL achievable with category B is PL b.

NOTE1 There is no average diagnostic coverage (DCavg = none) within category B architectures. In such
structures, the consideration of CCF is not relevant.

NOTE2  When a fault occurs it can lead to the loss of the sub-function.

Specific requirements for EMI (immunity requirements) are found in the relevant product or generic
standards. Immunity requirements are particularly relevant for subsystems. Subsystems containing
active electronic components shall meet EMI immunity requirements based on the environment as
appropriate. For practical guidance see Annex L.

Key

i, interconnecting means

I  input device, e.g. sensor

L logic

O  output device, e.g. main contactor

Figure 7 — Designated architecture for category B

6.1.3.2.3 Category1

For category 1, the same requirements as those according to 6.1.3.2.2 for category B shall apply. In
addition, the following applies.
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Subsystems of category 1 shall be designed and constructed using well-tried components according to
6.1.11 and well-tried safety principles (see 3.1.49 and ISO 13849-2:2012). The MTTF, of the channel
shall be high.

NOTE1  There is no average diagnostic coverage (DC,,, = none) within category 1 architectures. In such
structures (single-channel architectures) the consideration of CCF is not relevant.

The maximum PL achievable with category 1is PL c.

NOTE2  When a fault occurs it can lead to the loss of the safety function. However, the MTTFy, of the single
channel in category 1 is higher than in category B. Consequently, the loss of the safety function is less likely.

Key

i, interconnecting means

I input device, e.g. sensor

L logic

0  output device, e.g. main contactor

Figure 8 — Designated architecture for category 1

6.1.3.2.4 Category 2

For category 2, the same requirements as those according to 6.1.3.2.2 for category B shall apply. “Well-
tried safety principles” according to 3.1.49 and ISO 13849-2:2012 shall also be followed. In addition, the
following applies.

Subsystems of category 2 shall be designed so that their functional channel (I, L, O) is tested at suitable
intervals. The test of the sub-function(s) shall be performed before or at least at the demand of the
safety function prior to any hazardous situation, e.g.:

a) prior to the start of a new cycle;
b) prior to the start of other movements;
c) immediately upon demand of the safety function;

d) periodically during operation if the risk assessment and the kind of operation shows that it is
necessary.

The test itself shall not lead to a hazardous situation (e.g. due to an increase in response time). The
test equipment may be integral with, or separate from, the safety-related part(s) providing the safety
function.

Based on the risk assessment of the machine or part of it, the initiation of this test may be manual. Any
test of the sub-function(s) shall either

— allow operation if no faults have been detected, or

— generate an output [output of the test equipment (OTE)] that initiates appropriate control action, if
a faultis detected.

For PL, d the OTE shall initiate a safe state that is maintained until the fault is cleared.
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For PL,. up to and including PL. ¢, whenever practicable the output (OTE) shall initiate a safe state that is
maintained until the faultis cleared. When this is not practicable (e.g. welding of the contact in the final
switching device) it may be sufficient for the OTE to provide a warning.

The calculation of DC,,, shall take into account only the blocks of the functional channel (i.e. I, L and O
in Figure 9) and not the blocks of the testing channel.

For category 2, the following shall be applied:

— demand rate < 0,01 test rate (see Table K.1, NOTE 1); or testing occurs immediately upon demand
of the safety function and the overall time to detect the fault and to bring the machine to a non-
hazardous condition (usually to stop the machine) is shorter than the time to reach the hazard (see
also IS0 13855:2010).

— MTTFy, of the testing channel (TE and OTE in Figure 9) is greater than one half of MTTF}, of the
functional channel.

The DC of all parts of the functional channel (I, L, O) shall be at least low. The MTTFy, of the functional
channel shall be low-to-high, depending on the required performance level (PL,). Measures against CCF
of the functional channel and the testing channel shall be applied (see 6.1.6 and Annex F).

The maximum PL achievable with category 2 is PL d.

NOTE1  The test of the blocks in the functional channel can be realized by, e.g. monitoring.
NOTE 2  Category 2 system behaviour can be characterized by

— the occurrence of a fault leading to the loss of the sub-function between tests, and

— the loss of sub-function being detected by the tests.

NOTE3  The principle that supports the validity of a category 2 function is that the adopted technical
provisions, and, for example, the choice of test rate and reliability of the test equipment, can decrease the
probability of occurrence of a dangerous fault.

I - L L 0

[ [

| N |

e e e .

' .
TE = OTE

Key
i, interconnecting means 0 output device, e.g. main contactor
I input device, e.g. sensor TE test equipment
L logic OTE output of TE

m monitoring/testing
The dashed lines represent reasonably practicable fault detection.

Figure 9 — Designated architecture for category 2
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6.1.3.2.5 Category 3

For category 3, the same requirements as those according to 6.1.3.2.2 for category B shall apply. Well-
tried safety principles according to 3.1.49 and 1SO 13849-2:2012 shall also be followed. In addition, the
following applies.

The maximum PL achievable with category 3 is PL e.

Subsystems of category 3 shall be designed so that a single fault does not lead to the loss of the sub-
function. Whenever reasonably practicable, the single fault shall be detected at or before the next
demand upon the safety function.

The DC of the total subsystem shall be at least low. The MTTF}, of each of the redundant channels shall
be low-to-high, depending on the PL.. Measures against CCF shall be applied (see Annex F).

NOTE1 The requirement of single-fault detection does not mean that all faults will be detected. Consequently,
the accumulation of undetected faults can lead to an unintended output and a hazardous situation at the machine.
Typical examples of practicable measures for fault detection are use of the feedback of mechanically guided relay
contacts and monitoring of redundant electrical outputs (see Annex E).

NOTE 2  If necessary, because of technology and application, type-C standard makers can give further details
on the detection of faults.

NOTE3  Category 3 subsystem behaviour is characterized by
— continued performance of the sub-function in the presence of a single fault,
— detection of some, but not all, faults, and

— possible loss of the sub-function due to accumulation of undetected faults.

i - — — —
I " L1 Iy 01
!
a
i
, m
1 i - — —
12 L2 I'm 02
Key
Iy interconnecting means L1, L2 logic
c Cross monitoring m monitoring
11,12 input device, e.g. sensor 01,02 output device, e.g. main contactor or drive system

The dashed lines represent reasonably practicable fault detection.
Figure 10 — Designated architecture for category 3

6.1.3.2.6 Category 4

For category 4, the same requirements as those according to 6.1.3.2.2 for category B shall apply. Well-
tried safety principles according to 3.1.49 and ISO 13849-2:2012 shall also be followed. In addition, the
following applies.
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The maximum PL achievable with category 4 is PL e. Subsystem of category 4 shall be designed such
that

— asingle fault does not lead to a loss of the safety function, and

— the single fault is detected at or before the next demand upon the safety functions, e.g. immediately,
at switch on, or at the end of a machine operating cycle but if this detection is not possible, then an
accumulation of undetected faults shall not lead to the loss of the safety function.

NOTE1 Based on an analysis, e.g. FMEA, undetected failures with a very low probability do not need to be
considered for accumulation of faults if this is documented and verified.

The average diagnostic coverage (DC,,,) of the total subsystem shall be high. The MTTF}, of each of the
redundant channels shall be high. Measures against CCF shall be applied (see Annex F).

NOTE 2  Category 4 system behaviour is characterized by

— continued performance of the safety function in the presence of a single fault,
— detection of faults in time to prevent the loss of the safety function, and

— the accumulation of undetected faults being taken into account.

NOTE3  The difference between category 3 and category 4 is a higher DC,,, in category 4 and a required
MTTFy, of each channel of “high” only.

In practice, the consideration of a fault combination of two faults can be sufficient.

i m
11 - L1 lm | 01
C
i m
12 = L P 02
Key
Lo interconnecting means L1, L2 logic
c cross monitoring m monitoring
11,12 input device, e.g. sensor 01,02 output device, e.g. main contactor or drive system

Solid lines for monitoring (m) represent DC that is higher than in the designated architecture for category 3.

Figure 11 — Designated architecture for category 4

6.1.4 Mean time to dangerous failure (MTTFp)

The mean time to dangerous failure (MTTF}) is a quantity with the dimension of time to characterize
the basic reliability of the components used. Given a constant dangerous failure rate, the MTTF}, is
reciprocal of the dangerous failure rate (e.g. with failures in 102 hours converted into years between
failures).

For the estimation of MTTF|, of a component, the order of priorities is:

a) use manufacturer’s data;
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2 Aptotat i the sum of all failure rates of total dangerous failures.

DC shall be based on either failure modes and effects analysis (FMEA) (see IEC 60812:2018), or by
using simplified estimation of DC based on E.1 and Table E.1. E.2 describes how the average diagnostic
coverage (DC,,,) can be estimated.

NOTE1  For the estimation of DC, in most cases, FMEA (see IEC 60812 and EN 50495:2010, Annex B) or similar
methods can be used to consider either all relevant faults or failure modes, or both. See also ISO 13849-2:2012,
E.5.3.

NOTE 2  Often logic units take care of diagnostic functions of input and output device.

NOTE3  The used technology will influence the possibilities for the implementation of fault detection.

The value of the DC is given in four levels as shown in Table 7.

Table 7 — Diagnostic coverage (DC)

DC
Denotation Range
none DC <60 %
low 60% <DC<90%
medium 90% <=<DC<99 %
high 99 % < DC

NOTE 1 Forsubsystems consisting of several parts an average value DC,,,, for DC is used in Figure 12, Clause 7 and E.2.

avg

NOTE 2 The choice of the DC ranges is based on the key values 60 %, 90 % and 99 % also established in other standards
dealing with DC of tests. Investigations show that (1 - DC) rather than DC itself is a characteristic measure for the
effectiveness of the test. (1 - DC) for the key values 60 %, 90 % and 99 % forms a kind of logarithmic scale fitting to the
logarithmic PL scale. A DC value less than 60 % has only a slight effect on the reliability of the tested system and is therefore
called “none”. A DC value greater than 99 % for complex systems is very hard to achieve. To be practicable, the number of
ranges was restricted to four. The indicated limited values of this table are assumed within an accuracy of 5 %.

6.1.6 Common cause failures (CCFs)

The probability of two or more separate faults having a common cause shall be taken into account for
subsystems of category 2, 3 and 4. In category 2 CCF refers to common cause failures in the functional
channel and the testing channel. In category 3 and 4, CCF refers to common cause failures in both
functional channels. Sufficient measures against CCF shall be carried out (for guidance, see Annex F).

6.1.7 Systematic failures

Systematic failures occur for a variety of reasons, including, e.g.:

— wrong design specifications;

— manufacturing failures;

— environmental stress effects (e.g. temperature, vibration and EMI immunity);
— operational failures;

— human errors in the SRS, design of hardware and software.

To establish a sufficient level of systematic integrity, the approach to design and implement safety
functions shall be systematic.

Activities that are necessary for the achievement of the required functional safety of the SRP/CS shall
be documented in a functional safety plan. The functional safety plan is intended to provide measures
for preventing incorrect specification, implementation, or modification issues.
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achieved with this combination. For a more precise numerical selection of PL depending on the precise
value of MTTF}, of each channel, see Annex K.

A detailed example of this simplified procedure for estimating the performance level for subsystems is
shown in Annex I.

PFH
(1/h)
PL
— 10*
a L -
—— Tire
b
— 3-10°
N
— 10°
d
— 107
e §
- I I | | | |
Cat. B Cat. 1 Cat. 2 Cat. 2 Cat. 3 Cat. 3 Cat. 4
DC,yg= | DCyy= | DCoy= | DC,y= | DCoy= | DCphyg= | DC,y, =
none none low medium low medium high

Key
PFH  average frequency of dangerous failure per hour
PI: performance level

low MTTFy, of each channel

medium MTTF, of each channel

. high MTTF}, of each channel

Figure 12 — Relationship between categories, DC,,,, MTTF, of each channel and PL

avg’

6.1.9 Alternative procedure to determine the performance level and PFH without MTTF|,

6.1.9.1 General

The alternative procedure to determine the PL without MTTF, is limited to subsystems incorporating
mechanical, hydraulic, pneumatic, electrohydraulic or electropneumatic components where no
reliability data is available and where the good engineering practice method given in C.2 cannot be
applied. In that case, the machine manufacturer may use the alternative procedure described in 6.1.9.2
to 6.1.9.4 to evaluate the PL without any MTTF, calculation.

The combination of several subsystems is considered in 6.2.
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6.1.9.2 Preconditions

If for mechanical, hydraulic or pneumatic components (or components comprising a mixture of
technologies) no application-specific or component manufacturer reliability data is available and the
good engineering practice method of C.2 cannot be applied, the machine manufacturer may evaluate
the quantifiable aspects of the PL without any MTTF}, calculation. Where no MTTFy, data is available,
the safety-related performance level (PL) can be implemented by the architecture, the DC and the
measures against CCF.

As a worst case assumption the Ty, value is limited to 10 years. For well-tried components an
assumption for Tyqp of 20 years may be accepted. In this procedure the calculation of the DC,,, is
reduced to the arithmetic mean value of all individual component DC values in the subsystem.

The mission time (T)) is assumed to be 20 years. For category 2, a sufficient test rate is required (see
6.1.3.2.4). The requirements, e.g. according to DC, o and CCF and systematic issues, for each category
(see 6.1.3) shall be fulfilled.

6.1.9.3 Inputs or output subsystem

Table 8 shows the relationship between achievable PL (corresponding to Figure 12) and categories. PL a
and PL b can be implemented with Cat. B if basic safety principles are followed. PL c can be implemented
with Cat. 1 or Cat. 2, if well-tried components, basic and well-tried safety principles are used.

PL d can be implemented with Cat. 3, respectively PL e with Cat. 4, if well-tried components, basic and
well-tried safety principles are used.

Table 8 — Performance level and PFH estimation based on category and component selection

Category? Additional requirements EStinE;;ﬁ‘}i REH Achievable PLP
B - 5,0 x 10-¢ b
1 - 1,7 x 10-6 c
2 Only well-tried components are used - 1,7 x 10-¢ o
3 Only well-tried components are used - 2,9 %107 d
4 Only well-tried components are used - 4,7 x 1078 e
a  Allrequirements in 6.1.3.2.2 to 6.1.3.2.6 for the respective category shall be fulfilled, except MTTEF},.
b The achievable PL mentioned here only covers quantifiable aspects. Additional requirements for non-quantifiable
aspects such as systematic failure and software (see 6.1.1) shall be fulfilled.

6.1.9.4 Logic subsystem
Where no MTTF, data is available a conservative approach using estimated MTTF|, can be assumed.
— For category B, 2 and 3 MTTFp, for each channel is 10 years.

— For category 1a MTTF}, of the channel of 30 years can be assumed since well-tried components shall
be used (see 6.1.3.2.3).

The maximum PL that can be achieved is PL c (see Annex K).

For category 2 and category 3 common-cause failures and DC shall be considered. The DC,, shall match
at least 60 % for category 2 and category 3.

Category 4 is excluded in this method.

With the category, the MTTF}, and the DC,,,, the PL and the PFH of the subsystem can be determined
with Table K.1.
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series combination, which as a whole performs a safety function. For each SB;, a PL; has already been
evaluated. This situation is illustrated in Figure 13 (see also Figure 5 and Figure H.2).

If the PFH values of all subsystemss are known, then the PFH of the SRP/CS is the sum of all PFH values
of the n individual subsystem. The PL of the SRP/CS is limited by:

— the lowest PL of any individual subsystem involved in performing the safety function, and
— the PL corresponding to the PFH of the combined SRP/CS according to Table 2.

NOTE See Annex H for an example of this method.

SB, SB, SBy
PL, PL, F———-————— PLax
PFH, PFH, PFH,
SB
PL

PFH = PFH, + PFH, + ...+ PFH,
Figure 13 — Combination of subsystems to achieve overall PL

6.2.3 Unknown PFH values

If the PFH values of all individual SB; are not known, then as an alternative to 6.2.2, the PL of the SRP/CS
performing the safety function may be defined according to 6.1 or calculated using Table 9 as follows:

a) Identify the lowest PL of all subsystems: this is PL;,,;
b) Identify the number of subsystems with PL,,,: this number is N,

c¢) Look-up PLin Table 9.

Table 9 — Determination of PL for series alignment of subsystems

l:'l"low Nlow
>3
<3
>2
<2
>2
<2
>3
<3
>3
<3 = e

U

PL of the SRP/CS

None, not allowed

a

Uiujejsjujuiulie|e

ol | |lolo|w

e

NOTE  This table is based on the defined PFH ranges for each PL (see Table 2) forming a kind of logarithmic scale.

6.3 Software based manual parameterization

6.3.1 General

This subclause is limited in scope to only manual, software based parameterization that is performed
and controlled by an authorized person. See also 5.2.2.6 and Table M.2.
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6.3.4 Verification of the parameterization tool

The following verification activities shall be performed to verify the basic functionality of the
parameterization tool:

— verification of the correct setting for each safety-related parameter (minimum, maximum and
representative values);

— verification that the safety-related parameters are checked for plausibility, for example by detection
of invalid values;

— verification that means are provided to prevent unauthorized modification of safety-related
parameters.

NOTE This is of particular importance where the parameterization is carried out using a device not
specifically intended for this purpose (e.g. personal computer or equivalent).

6.3.5 Documentation of software based manual parameterization

Software based manual parameterization shall be carried out using the dedicated parameterization
tool provided by the manufacturer or supplier of the SRP/CS or the related subsystem(s) and shall
be documented according to the requirements given in the information for use. This information can
originate from different parties, see also Clause 13 (information for use). Protective measures against
unauthorized access shall be activated and used.

The initial parameterization, and subsequent modifications to the parameterization, shall be
documented. The documentation shall include:

a) the date of initial parameterization or change;

b) data or version number of the data set;

c) name of the person carrying out the parameterization;

d) anindication of the origin of the data used (e.g. pre-defined parameter sets);
e) clear identification of safety-related parameters;

f) effects and boundaries for cases where parameterization is possible or needed on a continuous
basis;

g) clear identification of the SRP/CS or associated subsystem which is subject to specific
parameterization settings.

7 Software safety requirements

7.1 General

Although artificial intelligence (AI) can be used for SRP/CS, this clause does not address additional
specific requirements necessary for Al technology and its use as part of SRP/CS.

Activities related to the development of safety-related embedded or application software shall primarily
consider the avoidance of faults during the software lifecycle [see Figure 14 a)]. The main objective of
the following requirements is to have readable, understandable, testable and maintainable software.

NOTE1 Annex] gives more detailed recommendations for lifecycle activities.

NOTE2  AnnexN gives an overview of measures which apply to SRASW performed by usage of LVL and SRASW
or SRESW performed by usage of FVL.
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a) Simplified V-model of software safety lifecycle

If pre-assessed safety-related hardware and software modules are used in combination with LVL, a sim-
plified software lifecycle shown in Figure 14 b) is applicable.

Safety requirements

specification (SRS) Validated
Safety-related Test software
———~ software Validation | ——————»
specification
? A
. Software
Software design | Review integration

specification |

Coding

b) Simplified V-model for software if pre-assessed safety-related hardware and software mod-
ules are used in combination with LVL

Key
— result
—— verification

NOTE Typically, the simplified software lifecycle, shown in Figure 14 b), applies to the use of module-based
programming in LVL, that only require simple interconnections to be configured, which limits the inputs and
outputs to a pre-defined set of values, including a combination of modules.

Figure 14 — Simplified V-model

When safety and non-safety functions are implemented in the same hardware environment, it shall
be demonstrated that the safety functions are not impacted by the non-safety functions under normal
or fault conditions, e.g. which may include, but is not limited to, blocking or delaying a safety response
which is required to be performed at any time.
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7.2 Limited variability language (LVL) and full variability language (FVL)

7.2.1 Limited variability language (LVL)

LVL is a software programming language, whose notation is textual or graphical or has characteristics
of both, for commercial and industrial programmable electronic controllers with a range of capabilities
limited to their application (see IEC 61508-4:2010, 3.2.14).

LVL should be designed to be easily understandable by the software designer and should be stringently
focused on the applications to be implemented.

The following are examples of LVLs:

a) ladder diagram (see IEC 61131-3:2013, 8.2): a graphical language consisting of a series of input
symbols (representing behaviour similar to devices such as normally open and normally closed
contacts) interconnected by lines (to indicate the flow of current) to output symbols (representing
behaviour similar to relays);

b) Function block diagram (see IEC 61131-3:2013, 8.3): in addition to Boolean operators, allows the
use of more complex functions such as data transfer file, block transfer read/write, shift register
and sequencer instructions;

c) Sequential function chart (see IEC 61131-3:2013, 6.7): a graphical representation of a sequential
program consisting of interconnected steps, actions and directed links with transition conditions;

d) Boolean algebra: a low-level language based on Boolean operators such as AND, OR and NOT with
the ability to add some mnemonic instructions.

7.2.2  Full variability language (FVL)

This type of language is designed for computer programmers and provides the capabilities to implement
a wide variety of functions and applications. This type of language offers all possible programming
options and can be used to create an application program with full flexibility in how the logic is
constructed.

NOTE Typical examples of systems using FVL are general purpose computers.
In the machinery sector, FVL is found in embedded software and rarely in application software.

EXAMPLE Ada, C, Pascal, Instruction List, assembler languages, C++, Java, MATLAB, Simulink, ST and SQL
(without limitations for use and full variety of instructions).

7.2.3 Decision for limited variability language (LVL) or full variability language (FVL)

In general, software can be written in FVL or LVL. The designer of the SRP/CS shall follow Figure 15 for
the determination, if a programming language is FVL or LVL.
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Figure 15 — Decision guideline for FVL or LVL
EXAMPLE1 Iflanguage Cis used there is no accordance with IEC 61131-3 and if any of the questions 2.1 to 2.4
in Figure 15 are answered with no, the result will be FVL.

EXAMPLE 2  If a type of structured text or a limited sub-set of language C is used with restrictions within
either the compiler or development tools, or both, and restrictive coding guidelines which fulfil 7.4 a) and b) and
all of the questions 2.1 to 2.4 in Figure 15 can be answered with yes, the result will be LVL.
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n) coding verification by walk-through/review with control flow analysis, e.g. to check for faults,
quality of comments, conformity with coding guidelines, clarity, readability, completeness;

o) extended functional testing, e.g. grey box testing, performance testing or simulation, e.g. by using
unspecified input data, extreme environmental conditions, full load, testing based on knowledge of
internal coding.

For the testing channel in Category 2, the requirements are reduced by one performance level. If
diversity is used in the functional channels of Category 3 or 4, the requirements are reduced by one
performance level.

SRESW for components with PL e shall be in accordance with IEC 61508-3:2010, Clause 7, appropriate
for SIL 3. When using diversity in specification, design and coding, for the two channels used in a
subsystem with category 3 or 4, PLr e can be achieved with the above-mentioned additional measures
for PLr of cord.

NOTE For SRESW with diversity in design and coding, for components used in a subsystem with category 3
or 4 or in testing channel of category 2, the effort involved in taking measures to avoid systematic failures can
be reduced by, for example, reviewing parts of the software only by considering structural aspects instead of
checking each line of code. Annex G gives guidance referring the usable measures to carry out these aspects.

7.3.2 Alternative procedures for non-accessible embedded software

When the designer of the SRP/CS is not able to access the embedded software, e.g. PLCs without safety
rating by the manufacturer, the SRESW requirements of 7.3.1 cannot be fulfilled. These components
may be used under the following alternative conditions:

— the subsystem is limited to PL a or b and uses category B, 2 or 3;

— the subsystem is limited to PL c with category 2 or PL d with category 3 and it is necessary to
fulfil the diversity requirements of the CCF, where both channels use diverse technologies, design
or physical principles;

— the associated hardware and the requirements for SRASW shall be assessed in accordance with the
requirements of this document, especially for CCF (see Annex F).

7.4 Safety-related application software (SRASW)
The software safety lifecycle (see 7.1) applies also to SRASW.

SRASW written in LVL and conforming to the following requirements can achieve a PL a to PL e. If
SRASW is written in FVL, the requirements for SRESW shall apply and PL a to PL e is achievable.
Figure 15 shows a decision guideline for FVL or LVL.

If a part of the SRASW within one component has any impact (e.g. due to its modification) on several
safety functions with different PL, then the requirements related to the highest PL shall apply.

For SRASW for components with PL, from a to e, the following basic measures shall be applied:

— developmentlifecycle with verification and validation activities, e.g. reviews and tests, see Figure 14
for LVL;

— documentation of specification and design;
— modular and structured programming;
— functional testing;

— appropriate development activities after modifications.
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For SRASW for components with PL, from c to e, the following additional measures with increasing
efficiency (lower effectiveness for PL, of ¢, medium effectiveness for PL,. of d, higher effectiveness for
PL_ of €) apply.

For the testing channel in Category 2, the requirements are reduced by one performance level. If
diversity is used in the functional channels of Category 3 or 4, the requirements are reduced by one
performance level.

a) The software design specification shall be reviewed (see also Annex |), made available to persons
involved in the lifecycle and shall contain the description of:

iy
2)
3)
4)

safety functions with required PL and associated operating modes;
performance criteria, e.g. reaction times;
communication interfaces;

detection and control of hardware failures to achieve the required DC and fault reaction.

b) Selection of tools, libraries, languages:

iy

2)

3)

Tools shall be suitable for the application. Technical features which detect conditions that can
cause systematic error (such as data type mismatch, ambiguous dynamic memory allocation,
incomplete called interfaces, recursion, pointer arithmetic) shall be used. Checks shall mainly
be carried out during compile time and not only at runtime. Tools should enforce language
subsets and coding guidelines or at least supervise or guide the developer using them. For PL e
achieved with one component and its tool, the tool shall be in conformity with the applicable
component standard. If two diverse components with diverse tools are used, successful
operating experience gained from prior projects can be sufficient.

Whenever reasonable and practicable, validated function block libraries should be used
- either safety-related function block libraries provided by the tool manufacturer (highly
recommended for PL €) or validated application specific FB libraries and in conformity with
this document.

A justified LVL-subset suitable for a modular approach should be used (see 7.2.1), e.g. accepted
subset of [EC 61131-3 languages.

c) Software design shall feature:

1)

2)

3)
4)
5)
6)
7)

semi-formal methods to describe data and control flow, e.g. state diagram or program flow
chart;

modular and structured programming predominantly realized by function blocks deriving
from safety-related validated function block libraries or other modularity structure to achieve
easy code reading and testability;

function blocks of limited size of coding;
code execution inside function block with only one entry and only one exit point;

architecture model of three stages: inputs = processing = outputs (see Figure 16 and Annex |);

assignment of a safety output at only one program location;

use of techniques for detection and control of hardware failure and for defensive programming
within input, processing and output blocks which lead to safe state.
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Inputs Processing Outputs
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Acquisition of Processing required Control of the
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by safety inputs to a safe state

Figure 16 — General architecture model of software

d) Where SRASW and non-SRASW are combined in one component:

f)

g)

h)

54

1)

2)

SRASW and non-SRASW shall be coded in different function blocks with well-defined
interfaces;

there shall be no logical combination of non-safety-related and safety-related data which can
lead to downgrading of the integrity of safety-related signals, for example, combining safety-
related and non-safety-related signals by a logical “OR” where the result controls safety-related
signals.

Software implementation/coding:

1)

2)
3)

4)
5)

code shall be readable, understandable and testable and, because of this, symbolic variables
(instead of explicit hardware addresses) should be used;

justified or accepted coding guidelines shall be used (see also Annex |);

data integrity and plausibility checks (e.g. range checks) available on application layer
(defensive programming) should be used;

code should be tested by simulation;

verification should be performed by control flow analysis and data flow analysis for PL d or e.

Testing:

1)

2)
3)
4)

the appropriate validation method is black-box testing of functional behaviour and performance
criteria (e.g. timing performance);

for PL d or e, test case execution from boundary value analysis is recommended;
test planning should include test cases with completion criteria and required tools;

I/0 testing shall ensure that safety-related signals are correctly used within SRASW.

Documentation:

1)
2)
3)

all lifecycle and modification activities shall be documented;
documentation shall be complete, available, readable and understandable;

code documentation within source text shall contain module headers with legal entity,
functional and 1/0 description, version of used library function blocks, and sufficient comments
of networks/statement and declaration lines.

Verification:

1)

Verification shall be performed by, e.g. review, inspection, walkthrough or other appropriate
activities.
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NOTE Verification is only used for application-specific code, and not for validated library functions.
i) Configuration management:

1) It is highly recommended that procedures and data backup be established to identify and
archive documents, software modules, verification/validation results and tool configuration
related to a specific SRASW version.

j)  Modifications:

1) Prior to a modification of SRASW, an impact analysis shall be performed to ensure
consistency with the software design. Appropriate lifecycle activities shall be performed
after modifications. Means shall be provided to protect against unauthorized modifications to
SRASW and the modification history shall be documented.

8 Verification of the achieved performance level

For each individual safety function, the PL of the related SRP/CS shall match or be greater than the
required performance level (PL,) determined according to 5.3 and 6.1.1. If this is not the case, iteration
in the process described in Figure 4 is necessary.

The PL of the different subsystems which are part of a safety function shall be greater than or equal to
the PL, of this safety function (see 5.3 and 6.1.1).

9 Ergonomic aspects of design

The interface between operators and the SRP/CS shall be designed and realized to minimize exposures
to hazards during the intended use and the reasonably foreseeable misuse of the machine due to
neglecting ergonomic principles.

The ergonomic principles given in ISO 12100:2010, 6.2.8, apply.
NOTE Ergonomic principles are intended to improve the ease of use of the control systems to avoid

motivation for defeating or unintended misuse of the machine. See ISO/TR 22100-3 and ISO 9241-210 for
guidance on ergonomics.

10 Validation

10.1 Validation principles

10.1.1 General

The purpose of the validation process is to confirm that the SRP/CS meets the overall SRS created in
accordance with Clause 5 and Clause 7.

Figure 17 gives an overview of the validation process. The validation consists of applying analysis (see
10.3) and executing tests (see 10.4) under foreseeable conditions in accordance with the validation plan.

NOTE1 The SRP/CS validation ensures that the safety functions achieve the intended risk reduction and is
intended to be part of the overall validation process of the machine.

The validation activities shall ensure the completeness and correctness of each design activity
identified in the validation plan.

The validation to be applied to the SRP/CS includes inspection (e.g. by analysis) and testing of the SRP/
CS to ensure that it achieves the requirements stated in the SRS (according to Clause 5).
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The validation shall demonstrate that the SRP/CS meets the requirements and, in particular, the
following:

a) the specified functional requirements of the safety functions provided by that part, as set out in the
SRS;

b) the requirements of the specified PL in accordance with 6.1.1:
1) the requirements of the specified category,
2) the measures for control and avoidance of systematic failures (systematic integrity),
3) ifapplicable, the requirements of the software, and
4) the ability to perform a safety function under expected environmental conditions;
c) the ergonomic design, interaction and positioning of the operator interface.

The validation process should be carried out by person(s) who is/are independent from the design of
the SRP/CS.

NOTE 2  Anindependent person is a person not involved in the design of the SRP/CS and does not necessarily
mean that a third-party is required.

The analysis should be started as early as possible, and in parallel with, the design process. It can be
necessary for some parts of the analysis to be delayed until the design is well developed.

NOTE 3  Problems can then be corrected early while they are still relatively easy to correct, i.e. during steps
“design and technical realization of the safety function” and “evaluate the PL".

Where necessary due to the size of the system, complexity or the effects of integrating it with the
control system (of the machinery), special arrangements should be made for

— validation of the subsystem separately before integration, including simulation of the appropriate
input and output signals, and

— validation of the effects of integrating SRP/CS into the remainder of the control system within the
context of its use in the machine.

The balance of analysis and testing depends on the technology used for the SRP/CS and the required
performance level (PL,). For categories 2, 3 and 4 the validation of the safety function shall also include
testing by appropriate fault injection to show that among other things, the fault reaction will be initiated
by the implemented diagnostic function.

“Modification of the design” in Figure 17 refers to the design process. If the validation cannot be
successfully completed, changes in the design are necessary. The validation of the modified parts of the
SRP/CS shall then be repeated. This process shall be iterated until the SRP/CS for each safety function
is successfully validated.
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Figure 17 — Overview of the validation process

10.1.2 Validation plan
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The validation plan shall identify and describe the requirements for carrying out the validation process
and shall be made available to affected persons and parties involved in the validation process. The
validation plan shall also identify the means to be employed to validate the specified safety functions. It

shall identify, where appropriate

a) the specification documents,

b) the operational and environmental conditions during testing,
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c) the analyses and tests to be applied,
d) thereference to test standards to be applied, and

e) the persons or parties responsible for each step in the validation process.

10.1.3 Generic fault lists

Validation involves consideration of the behaviour of the SRP/CS for all faults to be considered. A basis
for fault consideration is given in the tables of fault lists in ISO 13849-2:2012, Annexes A to D, which are
based on experience and which contain

— the components/elements to be included, e.g. conductors/cables,
— the faults to be taken into account, e.g. short circuits between conductors,

— the permitted fault exclusions, taking into account environmental, operating and application
aspects, and

— aremarks section giving the reasons for the fault exclusions.

Only permanent faults are taken into account in the fault lists.

10.1.4 Specific fault lists

If necessary, a specific product-related fault list shall be generated as a reference document for the
validation of the subsystem(s) and/or subsystem element(s). The list can be based on the appropriate
generic list(s) found in the annexes of ISO 13849-2:2012 or (reoccurring) faults found as a result of
product observation.

Where the specific product-related fault list is based on the generic list(s) it shall state
a) the faults taken from the generic list(s) to be included,
b) any other relevant faults to be included but not given in the generic list (e.g. common-cause failures),

c) the faults taken from the generic list(s) which may be excluded on the basis that the criteria given
in the generic list(s) are satisfied, and

d) in exceptional circumstances, any other faults for which justification and rationale for an exclusion
is presented.

Where thislistis not based on the genericlist(s), the designer shall give the rationale for fault exclusions.

10.1.5 Information for validation

The information required for validation varies with the technology used, the category or categories
and PL to be demonstrated, SRS, and the contribution of the SRP/CS to the reduction of the risk.
Documents containing sufficient information from the following list shall be included in the validation
to demonstrate that the SRP/CS perform the specified safety functions to the required PL and category:

a) SRS, including the required characteristics of each safety function, e.g. response time (according
to 1SO 13855:2010), operating mode, PL, interfaces between the subsystems of the SRP/CS and if
necessary characteristics of used category of each subsystem of the SRP/CS;

b) drawings and specifications, e.g. for mechanical, hydraulic and pneumatic parts, printed circuit
boards, assembled boards, internal wiring, enclosure, materials, mounting;

c) block diagram(s) and where needed for clarification with a functional description of the blocks;

d) circuit diagram(s), including interfaces/connections;
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e) functional description of the circuit diagram(s), where needed for clarification;
f) time sequence diagram(s) for switching components, signals relevant for safety;
g) description of the relevant characteristics of components previously validated;

h) for SRP/CS other than those listed in g), component lists, e.g. with item designations, rated
values, tolerances, relevant operating stresses, type designation, failure rate data and component
manufacturer, and any other data relevant to safety;

NOTE1 Datacan be provided in libraries according to VDMA 66413.

i) report of analysis of all relevant faults according to 10.1.3 and 10.1.4, such as those listed in the
tables of [SO 13849-2:2012, Annexes A to D, including the justification of any excluded faults;

j)  report of analysis of the influence of processed materials;

k) information for use, maintenance requirements, e.g. installation and operation manual/instruction
handbook.

Where software is relevant to the safety function(s), the software documentation shall include

— aspecification which is clear and unambiguous,

— evidence that the software is designed to achieve the required PL (see 10.6.3), and

— details of tests (in particular test reports) carried out to prove that the required PL is achieved.

Information is required on how the PL and PFH is determined. The documentation of the quantifiable
aspects shall include

— the safety-related block diagram or designated architecture according to 6.1.3.2,

— the determination of MTTFp, DC,,, and CCF, and

avg
— the determination of the category.
NOTE2  For guidance on safety-related block diagram see Annex B.

Information is required for documentation on measures against systematic failures of the SRP/CS.

Information is required to describe how the combination of several subsystems achieves the required
PL.

NOTE3  Where practicable, a clear and traceable reference to existing documents is acceptable.

10.2 Validation of the safety requirements specification (SRS)

Prior to the validation of the design of the SRP/CS or the combination of subsystems providing the safety
function, the requirements specification for the safety function shall be verified to ensure consistency
and completeness for its intended use (see 5.4).

In order to validate the specification, appropriate measures to detect systematic failures (errors,
omissions or inconsistencies) shall be applied.

Validation can be performed by reviews and inspections of the SRS, in particular considering
— the intended application requirements,

— the risk assessment,

— the operational and environmental conditions, and

— reasonably foreseeable misuse.
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10.3 Validation by analysis

10.3.1 General

Validation of the SRP/CS shall be carried out by analysis. Inputs to the analysis include the following:

— the safety function(s), their characteristics and the safety integrity specified according to 5.2;

— the system structure (e.g. designated architectures) according to 6.1.3.2;

— the quantifiable aspects (MTTFp, DC,,, and CCF) according to 6.1.4, 6.1.5, and 6.1.6 by validating
assumptions and data that were associated in selecting the values used in the system calculations;

— the non-quantifiable, qualitative aspects which affect system behaviour (if applicable, software
aspects);

— deterministic arguments;

— faultlists;

— criteria for fault exclusion.

NOTE A deterministic argument is an argument based on qualitative aspects (e.g. quality of manufacture,
experience of use). This consideration depends on the application, which, together with other factors, can affect
the deterministic arguments. Deterministic arguments differ from other evidence in that they show that the

required properties of the system follow logically from a model of the system. Such arguments can be constructed
on the basis of simple, well-understood concepts.

10.3.2 Analysis techniques
The following are two basic techniques that can be used for analysis:

a) Top-down (deductive) techniques are suitable for determining the initiating events that can lead
to identified top events and calculating the probability of top events from the probability of the
initiating events. They can also be used to investigate the consequences of identified multiple
faults.

EXAMPLE1  FTA (see IEC 61025), ETA (see IEC 62502).

b) Bottom-up (inductive) techniques are suitable for investigating the consequence of identified single
faults.

EXAMPLE2  FMEA (see IEC 60812) and failure modes, effects and criticality analysis (FMECA) (see
IEC 60812).

10.4 Validation by testing

10.4.1 General

Testing shall be part of the validation. In case the category is B or 1, tests under fault conditions are not
required and analysis with functional testing may be sufficient.

Validation tests shall be planned and implemented in a logical manner. In particular:
a) atestplan shall be produced before testing begins that shall include
1) the test specifications,

2) therequired outcome of the tests for conformity, and

60 © IS0 2023 - All rights reserved



ISO 13849-1:2023(E)

3) the chronology of the tests, if applicable;
b) testrecords shall be produced that include:
1) the name of the person carrying out the test,
2) the environmental conditions,
3) the test procedures and equipment used,
4) the date of the test, and
5) the results of the test;

c) the test records shall be compared with the test plan to ensure that the specified functional and
performance targets are achieved.

The test sample shall be operated as near as possible to its final operating configuration, i.e. with all
peripheral devices and covers attached.

This testing may be applied manually or automatically, e.g. by computer.

Where applied, validation of the safety functions by testing shall be carried out by applying input
signals, in various combinations, to the SRP/CS. The final response at the outputs shall be compared to
the appropriate specified outputs.

The combination of these input signals should be applied systematically to the control system and the
machine, e.g. power-on, start-up, operation, directional changes and restart-up. An expanded range of
input data should be applied to take into account anomalous or unusual situations, in order to see how
the SRP/CS responds. Such combinations of input data should take into account foreseeable incorrect
operation(s).

When validation by analysis is not conclusive, testing shall be carried out to complete the validation.
Testing is always complementary to analysis and is often necessary.

10.4.2 Measurement accuracy

The accuracy of measurements during the validation by testing shall be appropriate for the test carried
out. In general, these measurement accuracies shall be within +/-5 K for temperature measurements
and +/-5 % for the following:

a) time measurements;

b) pressure measurements;

c) force measurements;

d) electrical measurements;

e) relative humidity measurements;
f) linear measurements.

Deviations from these measurement accuracies shall be justified.
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10.5 Validation of the safety functions

The validation of safety functions shall demonstrate that the SRP/CS, or combination of subsystems,
provides the safety function(s) in accordance with their specified characteristics.

Validation of the specified characteristics of the safety functions shall be achieved by the application of
appropriate measures from the following list:

a) Functional analysis of schematics, reviews of the software (see 10.6.3).

NOTE Where a machine has complex or a large number of safety functions, an analysis can reduce the
number of functional tests required.

b) Simulation.

c) Check of the hardware components installed in the machine and details of the associated software
to confirm their correspondence with the documentation (e.g. manufacturer, type, version).

d) Functional testing (see 10.4.5).

e) Check of the operator-SRP/CS interface for the meeting of ergonomic principles.
10.6 Validation of the safety integrity of the SRP/CS

10.6.1 Validation of subsystem(s)

The safety integrity of each subsystem of the SRP/CS shall be validated by confirming the requirements
of Table 10 according to the category used.

Table 10 — Basic requirements for categories to be validated

Category

Requirements 5

Basic safety principles

Expected operating stresses

Influences of processed material

b Il e Rl -~
bl el el e

el e s
bl Rl e el

Performance during other relevant external influences

Well-tried components —

Well-tried components for the case of determination the PL without MTTF,

Well-tried safety principles —
MTTFy, of each channel X

The recognizable faults and the associated diagnostic measures, including —
fault reaction

PU P [ R B | =

bl R el =
e e
Eall Il ol =

Checking intervals, when specified —_ —
DC — —

avg

CCF identified and how to prevent them — —

bl e el s

Justification for fault exclusion X X

b | b | e | e | 2

How the safety function is maintained in the case of each of the faults — — —

How the safety function is maintained for each of the combinations of faults — — — —

e | | e

Measures against systematic failures X X X X

Key
X required

— notrequired

NOTE The categories are those givenin 6.1.3.2.
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Table 10 (continued)
. Category
Requirements
B 1 2 3 4
Measures against software faults X — X X X
Key
X required

— notrequired

NOTE The categories are those given in 6.1.3.2.

In addition, the safety integrity of each subsystem of the SRP/CS shall be validated by confirming
— the probability of dangerous random hardware failure, and

— the systematic integrity (see Annex G, Clause 7 Software, CCF).

In this context the validation of MTTF}, (including B, p, T;gp and n,, values), DC,,,, and CCF is typically
performed by analysis and visual inspection.

Where fault exclusion claims mean that particular components do not contribute to the channel MTTFy,
the plausibility of the fault exclusion shall be checked.

NOTE A fault exclusion implies infinite MTTF, therefore, fault excluded failure modes of the component do
not contribute to the calculation of channel MTTF,.

The MTTF}, of each channel of the subsystem, including application of the symmetrisation formula
(see Annex D) to dissimilar redundant channels, shall be checked for correct calculation. MTTF}, of
individual channels shall be restricted to no greater than 100 years (2 500 years for category 4) before
the symmetrisation formula is applied.

The DC values for either components (subsystem elements) or logic blocks, or both, shall be checked for
plausibility (e.g. against measures in Annex E). The correct implementation (hardware and software) of
checks and diagnostics, including appropriate fault reaction, shall be validated by testing under typical
environmental conditions in use.

The correct implementation of sufficient measures against common-cause failures shall be validated
(e.g. Annex F). Typical validation measures are static hardware analysis and functional testing under
environmental conditions.

Generally, for the specification of the MTTF values of electronic components, an ambient temperature
of +40 °C is taken as a basis. During validation, it is important to ensure that, for MTTF, values, the
environmental and functional conditions (in particular temperature) taken as basis are met. Where a
device, or component, is operated significantly above (e.g. > 10 °K) the specified temperature of +40 °C,
it is necessary to use MTTF, values for the increased ambient temperature.

10.6.2 Validation of measures against systematic failures
The validation of measures against systematic failures can typically be provided by:
a) inspections of design documents which confirm the application of
1) basic and well-tried safety principles (see ISO 13849-2:2012, Annexes A to D),
2) further measures for avoidance of systematic failures according to Annex G, and

3) further measures for the control of systematic failures, such as hardware diversity, modification
protection or failure assertion programming;

b) failure analysis (e.g. FMEA);

c) faultinjection tests/fault initiation;
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10.6.4 Validation of combination of subsystems

Where the safety function is implemented by two or more subsystems, validation of the combination -
by analysis and by testing - shall be undertaken to establish that the combination achieves the safety
integrity specified in the design. Existing recorded validation results of subsystems can be taken into
account. The following validation steps shall be performed:

— inspection of design documents describing the overall safety function(s);

— acheck that the overall PL of the subsystem combination has been correctly evaluated, based on the
PL of each individual subsystem (according to 6.2);

— consideration of the characteristics of the interfaces, e.g. voltage, current, pressure, data format of
information, signal level;

— failure analysis relating to combination/integration, e.g. by FMEA;
— testing of the subsystem combination;

— for redundant systems, fault injection tests relating to combination/integration.

10.6.5 Overall validation of safety integrity
The following steps shall be performed:
— checking/verification for correct evaluation of PL, based on PFH and PL/SIL of subsystems (see 7.2);

— checking/verification for correct evaluation of PL based on the category, DC,,, and MTTFy,, CCF and
measures against systematic failures;

— checking/verification that the PL achieved by the SRP/CS satisfies the PL. in the SRS for the
machinery: PL = PL..
10.7 Validation of environmental requirements

The performance specified in the design of the SRP/CS shall be validated with respect to the
environmental conditions specified for the control system.

Validation shall be carried out by analysis and by testing. The extent of the analysis and of the testing
depends upon the safety-related parts, the system in which they are installed, the technology used, and
the environmental condition(s) being validated. The use of operational reliability data on the system
or its components, or the confirmation of conformity to appropriate environmental standards (e.g. for
waterproofing, vibration protection) can assist this validation process.

Where applicable, validation shall address

— expected mechanical stresses from shock, vibration, ingress of contaminants,
— mechanical durability,

— electrical ratings and power supplies,

— climatic conditions (temperature and humidity), and

— EMI (immunity).

When testing is needed to determine conformity with the environmental requirements, the procedures
outlined in the relevant standards shall be followed as far as required for the application.

After the completion of validation by testing, the safety functions shall continue to be in accordance
with the specifications for the safety requirements, or the SRP/CS shall provide output(s) for a safe
state.
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10.8 Validation record

Validation by analysis and testing shall be recorded. The record shall demonstrate the validation
process for each of the safety requirements. Cross-reference may be made to previous validation
records, provided they are properly identified.

For any safety-related part which has failed an element of the validation process, the validation record
shall describe which elements in the validation analysis/testing have failed. It shall be ensured that all
SRP/CS are successfully re-validated after modification.

10.9 Validation maintenance requirements

The validation process shall demonstrate that the provisions for maintenance requirements have been
implemented.

Validation of maintenance requirements shall include the following, as applicable:
a) areview of the information for use confirming that

1) maintenance instructions are complete [including procedures, required tools, frequency
of inspections, time interval for changing components subjected to wear (T;,p) etc.] and
understandable,

2) if appropriate, there are provisions for the maintenance to be performed only by skilled
maintenance personnel;

b) a check that measures for ease of maintainability (e.g. provision of diagnostic tools to aid fault-
finding and repair) have been applied.

In addition, the following measures shall be included when applied:

— measures against mistakes during maintenance (e.g. detection of wrong input data via plausibility
checks);

— measures against modification (e.g. password protection to prevent access to the program by
unauthorized persons).

11 Maintainability of SRP/CS

Preventive or corrective maintenance can be necessary to maintain the specified performance of the
SRP/CS.

NOTE Exceeding specified lifetime or test interval can lead to deterioration in safety or to a hazardous
situation.

The following factors shall be taken into account to enable maintenance of the SRP/CS:

— accessibility, taking into account the environment and the human body measurements, including
the dimensions of the working clothes and tools used;

— ease of handling, taking into account ergonomic capabilities;
— limitation of the number of special tools and equipment where possible;

— indication(s) that maintenance is necessary (e.g. increased vibration) ideally with automated
generation of warning signals (e.g. lifetime recording, self-test, monitoring of process parameters);

— required illumination levels.
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12 Technical documentation

When designing an SRP/CS according to this document at least the following information relevant to
the safety-related part shall be documented for internal purposes:

gl SRS [seebdl]:

b) exact points at which the safety-related part(s) starts and ends;

c¢) decomposition into subsystems (see 5.2.2), if applicable;

d) environmental conditions (e.g. EMI immunity, temperature, vibration);

e) achieved performance level and PFH value;

f) category or categories selected (may not be applicable for previously validated subsystems);

g) parameters relevant to the reliability (MTTFp, DC, CCF and T;,p) and the mission time;

h) measures against systematic failure;

i) the technology or technologies used;

j) the safety-relevant faults considered;

k) justification for fault exclusions (see 6.1.10.3 and all annexes of ISO 13849-2:2012);

1) software documentation if applicable;

m) measures against reasonably foreseeable misuse;

n) safety-related block diagram;

0) relevant design documentation, test, verification and validation records, where applicable.

NOTE The design documentation is generally foreseen to be used for internal purposes of the manufacturer
or to exchange technical information between sub-contractors (e.g. external system designer, certification body)
and the manufacturer. The design documentation is also necessary to fulfil legal documentation requirements.

The design documentation does not need to be distributed to the machine user but parts of it are relevant to
prepare adequate information for use (see Clause 13).

13 Information for use

13.1 General

The information for use of the SRP/CS shall be according to ISO 20607:2019 or [EC/IEEE 82079-1:2019
including the relevant instructions for the intended target groups. The lifecycle phases of the machine
where an SRP/CS is involved shall be covered by this information.

13.2 Information for SRP/CS integration

The information which is important for the correct integration of SRP/CS shall be given to the integrator.
This shall include, but is not limited to the following:

a) the limits of the safety-related parts of an SRP/CS selected (e.g. environmental conditions, such
as EMI immunity, temperature, vibration) and appropriate information to ensure the continued
justification of the fault exclusions, e.g. regarding modification, maintenance and repair;

b) clear descriptions of the interfaces to the SRP/CS and protective devices;

c) response time where relevant (according to ISO 13855:2010);
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d) operating limits (e.g. demand frequency);

e) indications and alarms;

f) muting and suspension of safety functions;

g) control modes and reset;

h) maintenance (see Clause 11);

i) maintenance check lists;

j)  how to access and replace the parts of SRP/CS;
k) means for easy and safe trouble shooting;

1) testintervals where relevant;

m) mission time.

NOTE The integrator can be a manufacturer, assembler, engineering company or the user.

Specific information for each safety function on categories and performance level shall be provided (see
5.3), as follows:

— the categories of the subsystems forming the SRP/CS (may not be applicable for previously validated
subsystems);

— the performance level, a, b, c,d or e;

— the PFH value for SRP/CS related to the safety function, if relevant per subsystem(s).

13.3 Information for user

The information which is important for the correct use of SRP/CS shall be provided to the machine user
(e.g. operator).

This can include, but is not limited to, the relevant aspects of 13.1 and 13.2. Relevant information
with respect to testing of the safety functions shall also be provided. The designer of the SRP/CS shall
provide information for use that describes the necessary maintenance tasks for the SRP/CS.

Information for maintenance can include tasks and applications, for example:
a) setting;

b) teaching/programming;

c) process /tool changeover;

d) cleaning;

e] preventive maintenance;

f) corrective maintenance;

g) troubleshooting/fault finding;

h) nature and frequency of inspections of safety functions;

i) instructions relating to maintenance operations which require either technical knowledge or
particular skills, or both, and hence should be carried out exclusively by qualified personnel (e.g.
maintenance staff, specialists);
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j) instructions relating to maintenance actions (e.g. replacement of parts) which do not require
specific skills and hence may be carried out by machine users (e.g. operators). It should be brought
to the attention of maintenance staff which parts are critical to safety and shall only be replaced
with original parts or parts fulfilling the same safety requirements;

k) controlling hazardous energy (manual measures/other means) guidance, signs, and devices;

1) drawings/diagrams enabling maintenance personnel to perform their tasks (especially fault-
finding tasks to isolate conditions that caused the fault);

m) information about replacement of components at or before the T, period ends (for pneumatic,
mechanical and electromechanical components see also C.4.2).

NOTE 1 For additional information see ISO 20607:2019 and IEC 60204-1:2016+AMD1:2021, 17.2 f.

If any maintenance activity requires the repair or modification of an SRP/CS revalidation including
functional test shall be performed.

NOTE 2  The relevant revalidation activities would be dependent upon the extent of differences between the
original and the replacing component.
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Guidance for the determination of required performance level

(PL,)

A.1 General
PL L
P1 5
F1
P2
31 P1 b
F2
1 P2
e P1 c
F1
P2
52 P1 d
F2
P2 @
H
Key
1  starting point for evaluation of safety function’s contribution to risk reduction
L low contribution to risk reduction
H  high contribution to risk reduction
PL, required performance level
Risk parameters:
S severity of injury
S1 slight (normally reversible injury)
S2 serious (normally irreversible injury or death)
F  frequency and/or exposure times to hazard
F1 seldom-to-less-often and/or exposure time is short
F2 frequent-to-continuous and/or exposure time is long
P possibility of avoiding or limiting harm
P1 possible under specific conditions
P2 scarcely possible

Figure A.1 — Diagram for determining PL, for safety function

Figure A.1 provides guidance for the determination of the safety-related PL,. for the safety function. The
diagram should be considered for each safety function.
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The period of exposure to the hazard should be evaluated on the basis of an average value which can
be seen in relation to the total period of time over which the equipment is used. For example, if it is
necessary to reach regularly between the tools of the machine during cyclic operation in order to feed
and move workpieces, then F2 should be selected.

In case of no other justification, F2 should be chosen if the frequency is higher than once per 15 min.

F1 may be chosen if the accumulated exposure time does not exceed 1/20 of the overall operating time
and the frequency is not higher than once per 15 min.

EXAMPLE At a machine with an overall operating time of 8 h per day a person is exposed 2 min once an

hour to change workpieces (estimated average value) so the accumulated exposure time is 16 min in relation to
8 min x 60 min resulting in 1/30. Since also the frequency is 1/h, F1 can be chosen.

A.3.3 Possibility of avoiding or limiting harm, P1 and P2

It is important to know whether a hazardous event can be recognized before it can cause harm and be
avoided. For example, can the exposure to a hazard be directly identified by its physical characteristics,
or recognized only by technical means, e.g. indicators. Other important aspects which influence the
selection of parameter P include, for example:

a) speed with which the hazardous situation arises (e.g. quickly or slowly);

b) possibilities to withdraw from the hazardous situation (e.g. avoidance by escaping);
c) practical safety experiences relating to the process;

d) whether operated by trained and suitable operators;

e) operated with or without supervision.

When a hazardous event occurs, P1 should only be selected if there is a realistic possibility of avoiding
or significantly reducing harm. Otherwise, P2 should be selected.

One possibility to determine P is the following approach:

— determine the letter of each factor of the Table A.1 that reflects the specific application (only one
choice for each factor is possible);

— count the number of chosen letters “A”, “B” and “C";

— determine the corresponding value of the parameter P in Table A.2.

Table A.1 — Determination of parameter P based on five factors

Factor C B A
1. use of the machine by unskilled person? skilled person?
2.speed of the part of the [high speed event medium speed event low or very low speed
DRI T Dreyeeg e.g.> 1000 mm/s, time to |e.g. 251 mm/s to cvett

hazardous event (de-

perdingonthe specific hazard <1s 1000 mm/s, time to haz- |[e.g. <250 mm/s, time to

: : = < >
machine and time to and/or arf=ls andads tiazard =4
escape from or to avoid a . . d d
P : : no or too little time to and/or and for
hazardous situation) o : :
escape limited time to escape enough time to escape

NOTE Any numbers in this table are purely indicative and can be different in type-C standards or based on the specific
machine application.

a  3.1.55 defines a ‘skilled person’ which incorporates instruction and training as well as years of practice according to
this document.
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Table A.1 (continued)

nition/awareness of the
hazard

(e.g. hot/cold surface,

non-ionising radiation
etc)

e.g. instrumentation
necessary, human senses
are not able to perceive
the hazard, environmen-
tal conditions hide the
perception

tion of the hazard

possible in < 50 % of the
cases

Factor & B A
3. spatial possibility to not possible Occasionally/rarely pos- |easily possible
escape from the hazard sible Hossiblein =50.5 of he
possible in <50 % of the  |cases
cases
4. possibility of recog- not possible occasional/rare recogni- |easy recognition of the

hazard

possible in = 50 % of the
cases

5. complexity of the oper-

in terms of numbers of
operation and/or timing
available for this opera-
tions)

ations (human interaction

medium to high complex-
ity

e.g. troubleshooting, use
hold-to-run control to

setup a part of the ma-
chine

low complexity

e.g. adjust the workpiece
clamps, or

very low complexity / or
no interaction

e.g. put a workpiece into
the machine

NOTE
machine application.

this document.

Any numbers in this table are purely indicative and can be different in type-C standards or based on the specific

a  3.1.55 defines a ‘skilled person’ which incorporates instruction and training as well as years of practice according to

Table A.2 — Selection of parameter P1 or P2

Overall score

Parameter “P”

one or more “C"

P2

no “C”, three or more "B" P2
no “C”, two “B”, the rest “A”

P1 or P2 depending on the specific situation

no “C”, one or no “B”, the rest “A” Pl

The approach based on Table A.1 and Table A.2 should always be used with the following basic intention:
P1 should only be selected if there is a realistic possibility of avoiding harm or of significantly reducing
its effect; otherwise P2 should be selected.

A.4 Overlapping hazards

When using this document, all hazards are considered as a specific hazard or hazardous situation. Each
hazard can therefore be evaluated separately.

When it is obvious that there is a combination of directly linked hazards which always occur
simultaneously then they should be combined during risk estimation.

The determination of whether hazards should be considered separately or in combination should be
considered during the risk assessment of the machine.

EXAMPLE1 A continuous welding robot can create various simultaneous hazardous situations, e.g. crushing
caused by movement and burning due to the welding process. This can be considered as a combination of directly
linked hazards.

EXAMPLE 2  For arobot cell in which separate robots are working, for the cell areas where only one robot can

create at the same time a hazard, the robots can be considered separately.

74 © IS0 2023 - All rights reserved



ISO 13849-1:2023(E)

EXAMPLE 3  As a result of a risk assessment it can be sufficient for a rotary table with clamping devices to
consider each clamping device separately.
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Annex B
(informative)

Block method and safety-related block diagram

B.1 Block method

The simplified approach requires a block-oriented logical representation of the subsystem. The
subsystem should be separated into a small number of blocks according to the following:

a)

b)
c)

d)

blocks should represent logical units of the subsystem related to the execution of the safety
function;

different channels performing the sub-function should be separated into different blocks;

if one block is no longer able to perform its function, the execution of the sub-function through the
blocks of the other channel should not be affected;

each channel may consist of one or several blocks - three blocks per channel in the designated
architectures, input, logic and output, is not an obligatory number, but simply an example for a
logical separation inside each channel;

each hardware unit of the subsystem should belong only to one block, thus allowing for the
calculation of the MTTF}, of the block based on the MTTF}, of the hardware units belonging to the
block (e.g. by FMEA or the parts count method, see D.1).

B.2 Safety-related block diagram

The blocks defined by the block method may be used to graphically represent the logical structure of
the subsystem in a safety-related block diagram. For such a graphical representation, the following
guidance can be used:

the failure of one block in a series alignment of blocks leads to the failure of the whole channel (e.g.
if one hardware unit in one channel of the subsystem fails dangerously, the whole channel might not
be able to execute the sub-function any longer);

only the dangerous failure of all channels in a parallel alignment leads to the loss of the sub-function
(e.g. a sub-function performed by several channels is performed as long as at least one channel has
no failure); CCFs are capable of creating this type of condition (see 6.1.6 and Annex F and Annex G);

blocks used only for testing purposes of cat 3 or cat 4 SRP/CSs that do not affect the execution of the
sub-function when they fail dangerously may be separated from blocks in the different channels.

See Figure B.1 for an example.
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02

11
12
Key
I1;12 input devices, e.g. sensor
I; logic
01,02 output devices, e.g. main contactor
T testing device

[1and 01 build up the first channel (series alignment)

[2,Land build up the second channel (series alignment); with both channels executing the sub-function

0z redundantly (parallel alignment)
T used for testing only

Figure B.1 — Example of safety-related block diagram
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Annex C
(informative)

Calculating or evaluating MTTF}, values for single components

C.1 General

This annex gives several methods for calculating or evaluating MTTF, values for single components:
the method given in C.2 is based on the application of good engineering practices for the different
kinds of components; that given in C.3 is applicable to hydraulic components; C.4 provides a means
of calculating the MTTF, of pneumatic, mechanical and electromechanical components from By, (see
C.4.1); C.5 lists MTTF, values for electrical components.

C.2 Good engineering practices method

If the following criteria are met, the MTTF}, or B, value for a component can be estimated according
to Table C.1.

a) Thecomponentsare manufactured according to basicand well-tried safety principles in accordance
with ISO 13849-2:2012 and the relevant standard (see Table C.1) for the design of the component.

NOTE This information can be found in the data sheet of the component manufacturer.

b) The manufacturer of the component specifies the appropriate application and operating conditions
for the SRP/CS designer.

c¢) The design of the SRP/CS fulfils the basic and well-tried safety principles according to
ISO 13849-2:2012, for the implementation and operation of the component.
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dop is the mean operation, in days per year;

t is the mean operation time between the beginning of two successive cycles of the compo-

cycle . ) )
nent (e.g. switching of a valve) in seconds per cycle.

The operating life time of the component is limited to T;,p, the mean time until 10 % of the components
fail dangerously:

Biop
Tiop = (C.3)
Nop,

In case no By is given by the manufacturer of the component, it is permitted to determine the B, by

the Formula (C.4)

B
Biin :Ri (C4)
DF

If the ratio of dangerous failures (Rpp) given by the component manufacturer is estimated at less than
50 % then T, value is limited to T, x 2.

When the T, value for a component is less than the mission time (20 years or less), the manufacturer
responsible for the integration of the SRP/CS providing the safety function will inform the user to
replace the component at or before the T,y period ends. Limiting the use of components to T, allows
maintaining the expected performance level of the safety function.

C.4.3 Explanation of the formulae

The reliability methods in this document assume that the failure of components is distributed
exponentially over time: Fp (t):l—e_’lDt
more likely, but if the operation time of the components is limited to the mean time until 10 % of the
components fail dangerously (T;,p) then a constant dangerous failure rate (A) over this operation time
can be estimated as

. For non-electronic components, a Weibull distribution is

0,1 01xny,

Ap =
Tioo  Biop

(C.5)

Formula (C.6) takes into account that with a constant failure rate, 10 % of the components in the
assumed application fail after Ty, [years], corresponding to By, [cycle]. To be exact:

In(0,9) 0,10536 0,1

Fpy (t)=1—¢ *T100 =10 9 leads to Ay =— (C.6)
Tiop Tiop  Tiop
with MTTFp = 1/A for exponential distributions, this yields:
T. B
MTTEy =—%2 - 10D (C.7)
01 01 XNy,
NOTE All variables used in the formulae are physical quantities expressed as the product of a numerical

value and a unit of measurement. The correct application of Formula (C.5), Formula (C.6) and MTTF, = 1/A;, can
require the transformation of “years” to “hours” using 1 year = 8 760 h.

C.4.4 Example

For a pneumatic valve, a manufacturer determines a mean value of 60 million cycles as Byp. The valve
is used for two shifts each day on 220 operation days a year. The mean time between the beginnings of
two successive switching of the valves is estimated as 5 s. This yields the following values:

— d,, 0f 220 d per year;
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h,, of 16 h per day;
teyele Of 5 s per cycle;
— Bypp of 60 000 000 cycles.

With these input data the following quantities can be calculated:

op = 220><156><3 8005 £510F s foresar (C.8)
S
60x10°
Tiop = — 23,7 years (9]
2,53x10
MTTE, =% =237 years (C.10)

’

This calculation gives a MTTFy, for the component “high” according to Table C.5. These assumptions are
only valid for a restricted operation time of 23,7 years for the valve,

C.5 MTTF data of electronic components

C.5.1 General

Table C.2 to Table C.7 indicate some typical average values of MTTF, for electronic components. The
data are extracted from the SN 29500 series database. All data are of general type. Various databases
are available (see the non-exhaustive list in the Bibliography) which present MTTF, values for various
electronic components. If the designer of an SRP/CS has other, reliable, specific data on the components
used, then the use of that specific data instead is recommended.

The values given in Table C.2 to Table C.7 are valid for an ambient temperature of 40 °C, nominal load
for current and voltage. A correction factor for MTTF, should be used where the electronic components
operate outside the stated values for temperature or load (see also the SN 29500 series).

In the MTTF column of the tables, the values from the SN 29500 series are for generic components
for all possible failure modes which are not necessarily dangerous failures. In the MTTF}, column, it is
typically assumed that not all failures modes lead to a dangerous failure. This depends mainly on the
application. A precise way of determining the “typical” MTTF}, for components is to carry out an FMEA.
Some components, e.g. transistors used as switches, can have short circuits or interruptions as failure.
Only one of these two modes can be dangerous; therefore the “remarks” column assumes only 50 %
dangerous failure, which means that the MTTF}, for components is twice the given MTTF value.

C.5.2 Semiconductors

See Table C.2 and Table C.3.

Table C.2 — Transistors (used as switches)

MTTF for | MTTF for components
Transistor Example components years Remark
years Typical
bipolar TO18,T092,S0T23 38052 76 104 50 % dangerous failure
bipolar, low power |TO05, TO39 5708 11 416 50 % dangerous failure
bipolar, power TO3, TO220, D-Pack 1903 3 806 50 % dangerous failure
FET Junction MOS 22831 45 662 50 % dangerous failure
MOS, power TO3, TO220, D-Pack 1903 3806 50 % dangerous failure
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Table C.3 — Diodes, power semiconductors and integrated circuits

MTTF for MTTF}, for components
Diode Example | components years Remark
years Typical
general purpose — 114 155 228 311 50 % dangerous failure
suppressor — 16 308 32616 50 % dangerous failure
zener diode P, <1W —_ 114 155 228 311 50 % dangerous failure
rectifier diodes — 57 078 114 155 50 % dangerous failure
rectifier bridges — 11 415 22831 50 % dangerous failure
thyristors — 2283 4566 50 % dangerous failure
triacs, diacs —_ 1522 3044 50 % dangerous failure

integrated circuits
(programmable and
non-programmable)

use manufacturer’s data

50 % dangerous failure

C.5.3 Passive components

See Table C.4 to Table C.7.
Table C.4 — Capacitors
MTTF for |MTTFy for components
Capacitor Example components years Remark
years Typical
KS, KP, KC, KT,
standard, no power MKT, MKC, MKP, 57 078 114 155 50 % dangerous failure
MKU, MP, MKV
ceramic — 22831 45 662 50 % dangerous failure
aluminium electrolytic [non-solid elec- 22 831 45 662 50 % dangerous failure
trolyte
aluminium electrolytic |solid electrolyte 38052 76 104 50 % dangerous failure
tantalum electrolytic [non-solid elec- 11 415 22 831 50.% dangerous failure
trolyte
tantalum electrolytic |solid electrolyte 114 155 228 311 50 % dangerous failure

Table C.5 — Resistors

MTTF for |MTTFy for components
Resistor Example components years Remark
years Typical

carbon film — 114 155 228 311 50 % dangerous failure
metal film — 570 776 1141 552 50 % dangerous failure
imetal i eamd wire: —_ 22831 45 662 50 % dangerous failure
wound

variable — 3805 7610 50 % dangerous failure
84
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MTTEF for |MTTFfor components
Inductor Example components years Remark
years Typical
for MC application — 38 052 76 104 50 % dangerous failure
I6V; TraEncy THut- o 22831 45 662 50 % dangerous failure
tors and transformers
main transformers —
and transformers for 5 ;
ewritehed mpdes atid 11 415 22:831 50 % dangerous failure
power supplies
Table C.7 — Optocouplers
MTTF for |MTTFfor components
Optocouplers Example components years Remark
years Typical
bipolar output SFH 610 7 610 15 220 50 % dangerous failure
FET output LH 1056 2854 5708 50 % dangerous failure
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Annex D
(informative)

Simplified method for estimating MTTF, for each channel

D.1 Parts count method

Use of the “parts count method” serves to estimate the MTTF, for each channel separately. The MTTF},

values of all single components which are part of that channel are used in this calculation.

NOTE

The general Formula (D.1) is

N #,
Z g
MTTFD ,1MTTFD1 = MTTE, J
where
MTTEF,,

MTTFy;, MTTF;

The parts count method is an approximation which always errs on the safe side.

is the mean time to dangerous failure for the complete channel;

(D.1)

is the MTTF}, of each component which has a contribution to the sub-function;

The first sum is over each component separately; the second sum is an equiva-
lent, simplified form where all n; identical components with the same MTTF;

are grouped together.

The example given in Table D.1 gives a MTTF, of the channel of 22,4 years, which is “medium” according

to 6.1.4, Table 6.
Table D.1 — Example of the parts list of a circuit board
Units | MTTFp; 1/MTTFy; | ny/MTTFy;
j Component
ny years 1/year 1/year
0,
1 |transistors, bipolar, low power (see Table C.2) 2 11 416 0,000 087 6
0,0001752
resistor, carbon film (see Table C.5) 5 228 311 0,000004 4 | 0,0000219
capacitor, standard, no power (see Table C.4) 114 155 0,0000088 | 0,0000350
relay, value given by the manufacturer
* | (B1op = 20 000 000 cycles, n,, = 633 600 cycles peryear) | * SL5.F | LOUAIBTG | 1%670
contactor, value given by the manufacturer
3 (Byop = 2 000 000 cycles, n,, = 633 600 cycles per year) L LB 0,051 6456 | 0,031 6456
2(n /MTTEF) ;) 0,044 5480
MTTFp =1/ ¥(n, /MTTE,) [years] 22,4

NOTE 1

This method is based on the presumption that a dangerous failure of any component (worst case

estimation) within a channel leads to dangerous failure of the channel. The MTTF}, calculation illustrated by

Table D.1 is based upon this.

NOTE 2

= 10 s/cycles is assumed, giving n,

86

= 220 days/year, h
i = 633 600 cycles/year. In general taking manufacturer s values for
My TTFp and By leads to a much better result that is, a higher MTTF, for the channel.

In this example, the main influence comes from the contactor. The chosen values for MTTF}, and
BlOD for this example are based on Annex C. For the example application d

= 8 h/day and
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NOTE3 When MTTR (mean time to restoration) can be considered negligible, MTTF can be considered equal
to MTBFE

NOTE4  Where only MTBF values are available, a conversion to MTTF, values can be done by MTTF, » 2*MTBF.

D.2 MTTF, for different channels, symmetrisation of MTTF, for each channel

The designated architectures of 6.1.3.2 assume that for different channels in a redundant SRP/CS the
values for MTTF|, for each channel are the same. This value per channel should be input for Figure 12.

If the MTTF, of the channels differ, there are two possibilities:
— as a worst-case assumption, the lower value should be taken into account;

— Formula (D.2) can be used as an estimation of a value that can be substituted for MTTF, for each

channel:
MTTE, =§ MTTF, ¢ +MTTF, 5 - 7 L 7 (D.2)
+
MTTFy ¢y MTTFy 2
where

MTTFp, ¢y and MTTF ¢, are the values for two different redundant channels each limited to a
maximum value of 100 years (categories B, 1, 2 and 3) or 2 500 years
(category 4).

EXAMPLE One channel has an MTTF}, o; = 3 years, the other channel has an MTTFy, o, = 100 years, then
the resulting MTTF, = 66 years for each channel. This means a redundant system with 100 years MTTF}, in one
channel and 3 years MTTF}, in the other channel is equal to a system where each channel has a MTTF, of 66 years.

Aredundant system with two channels and different MTTF, values for each channel can be substituted
by aredundant system with identical MTTF}, in each channel by using the above formula. This procedure
is necessary for the correct use of Figure 12.

NOTE This method assumes independent parallel channels.
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Annex E
(informative)

Estimates for diagnostic coverage (DC) for functions and

subsystems

E.1 Examples of diagnostic coverage (DC)

See Table E.1.

Table E.1 — Estimates for diagnostic coverage (DC)

mechanically linked contacts

Measure DCab

Input device
cyclic test stimulus by dynamic change of the input signals 90 %
plausibility check, e.g. use of normally open and normally closed 99 %

cross monitoring of inputs without dynamic test

percentage to be defined depending on

the specific application, e.g. depending

on how often a signal change is done by
the application (see NOTE 4)

logic (L), and temporal and logical software monitor of the program
flow and detection of static faults and short circuits (for multiple

1/0)

cross monitoring of input signals with dynamic test if short circuits 90 %
are not detectable (for multiple 1/0)
cross monitoring of input signals and intermediate results within the 99 %

indirect monitoring (e.g. monitoring by pressure switch, electrical
position monitoring of machine actuators)

90 % to 99 %, depending on the applica-
tion (see NOTE 2)

direct monitoring (e.g. electrical position monitoring of control
valves, monitoring of electromechanical devices by mechanically
linked contact elements)

99 %

fault detection by the process

percentage to be defined depending on
the specific application; this measure
alone is not sufficient for the required
performance level (PL,) e (see NOTES 2,
3and>5)

monitoring some characteristics of the sensor (response time, range
of analogue signals, e.g. electrical resistance, capacitance)

60 %

Logic

indirect monitoring (e.g. monitoring by pressure switch, electrical
position monitoring of machine actuators, plausibility check of final
result)

90 % to 99 %, depending on the applica-
tion (see NOTE 2)

the test equipment does plausibility checks of the behaviour of the
logic

direct monitoring (e.g. electrical position monitoring of control 99 %
valves, monitoring of electromechanical devices by mechanically

linked contact elements, plausibility check of intermediate results)

simple temporal time monitoring of the logic (e.g. timer as watchdog, 60 %
where trigger points are within the program of the logic)

temporal and logical monitoring of the logic by the watchdog, where 90 %
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Table E.1 (continued)

Measure [ Dcab

NOTE 1 For additional estimations for DC, see, e.g. IEC 61508-2:2010, Table A.2 to Table A.14.
NOTE 2 For measures where a DC range is given (e.g. fault detection by the process) the correct DC value can

be determined by considering all dangerous failures and then deciding which of them are detected by the DC
measure. In case of any doubt a FMEA should be the basis for the estimation of the DC.

NOTE 3 For the DC measure “Fault detection by the process” the demand rate of the safety function (rd) and
the process diagnostic (test) rate (rt) can be considered together with a limitation of the effective DC of the
tested component:

a) r/rq>1 DC is limited to 60 %
b) r/rqy>10  DCislimited to 90 %
c) r/rg>100 DCislimited to 99 %

NOTE 4 For the DC measure “Cross monitoring of inputs or outputs without dynamic test”, the effect of the test
rate can be incorporated using the following limitations for the effective DC of the tested component:

For Category 3 and 4:

— ry<1/year DCis 0%

— r = 1/year DCis limited to 90 %
— rez1/month  DCislimited to 99 %

NOTE 5 When the DC measure “fault detection by the process” is combined with other DC measures as listed in
Annex E this measure can still be included in the DC estimation of the block, even for PLr e.

a2 DC measures can be combined to achieve a higher DC.

b If medium or high DC is claimed for the logic, at least one measure for each of variable memory, invariable
memory and processing unit with each DC at least 60 % shall be applied. Other measures can be used than
those listed in this table.

For the application of Table E.1 see the indicative examples below.

EXAMPLE1 IS0 13849-2:2012, Annex E presents a complete worked example (which is very detailed) for the
validation of fault behaviour and diagnostic means on an automatic assembly machine.

NOTE ISO/TR 24119 describes a pragmatic step-by-step table-based methodology for evaluation of DC for
series connected interlocking devices with potential free contacts.

EXAMPLE2 The DC measure “fault detection by the process” can only be applied if the safety-related
component is involved in the production process, e.g. a standard PLC or standard sensors are used for workpiece
processing and as part of one of two channels executing the safety function. The appropriate DC level depends
on the overlap of the commonly used resources (logic, inputs/outputs). For example, when all faults of a rotary
encoder on a printing machine lead to highly visible interruption of the printing process, the DC for this sensor
used to monitor a safely limited speed can be estimated as 90 % up to 99 %.

E.2 Estimation of the average diagnostic coverage

In many systems, several measures for fault detection can be used. These measures can check different
parts of the SRP/CS and have different DC. For an estimation of the PL according to 6.1.8 and Figure 12
only one average DC for the whole SRP/CS performing the safety function is applicable.
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DC may be determined as the ratio between the failure rate of detected dangerous failures and the
failure rate of total dangerous failures. According to this definition an average diagnostic coverage
DC,, is estimated by Formula (E.1):

DC, .\ DC, .. DCy
MTTEF, MTTF,,  MTTF
DCpyg = - D1 - D2 - DN (E.1)

=+ 3 i
MTTF,, MTTFy, MTTFpy

All components of the SRP/CS without fault exclusion should be considered and summed up. For each
block, the MTTF, and the DC are taken into account. DC in this formula means the ratio of the failure
rate of detected dangerous failures of the part (regardless of the measures used to detect the failures)
to the failure rate of all dangerous failures of the part. Thus, DC refers to the tested part and not to
the testing device. Components without failure detection (e.g. which are not tested) have DC = 0 and

contribute only to the denominator of DC,,,.
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Annex F
(informative)

Method for quantification of measures against common cause
failures (CCF)

F.1 General

The comprehensive procedure for measures against CCF as described in E.2 and F.3 should be followed
for each subsystem of category 2, 3 or 4 which contributes to the SRP/CS.

The simplified procedure in 6.1.8 of this document assumes a [-factor of 2 % according to
[EC 61508-6:2010, Annex D. This can be reached by following the procedure in E.2.

The measures described in F.2 and F.3 should be documented in order to support a minimum score of
65 points is achieved.

F2 Estimation of effect of measures against CCF
Every part of the subsystem should be considered for CCF.

Table F.1 lists the measures, based on engineering judgement, which represent the contribution each
measure makes in the reduction of CCFs.

In F.3 the measures are described in detail. For each listed measure, the full score can only be claimed, if
the measure is fully implemented. If a measure is only partly fulfilled a score of zero should be assumed.

Each measure should be evaluated based on the specific application and the relevant causes for CCF
(e.g. for electronic systems only “prevention of EMI” is relevant and not “impurity of fluidic medium”).

If components are used in the SRP/CS that are not sufficiently protected against over-voltage,
environmental influences by internal measures this protection should be reached on system level using
external protection components, filters, shielding.
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Table F.1 — Scoring process and quantification of measures against CCF

No. Measure against CCF Score
1 separation/segregation 15
2 diversity 20
3 design/application/experience
3.1 protection against over-voltage, over-pressure, over-current, over-temper- 15
ature

3.2 |components used are well-tried

4 assessment/analysis
5 training
6 environmental
6.1 |prevention of EMI or impurity of fluidic medium 25
6.2 |other influences 10
total [max. achievable 100]
Total score Measures for avoiding CCF
65 or better Meets the requirements
Less than 65 Process failed = apply additional measures

The measures listed in Table F.1 should be evaluated according to their effectiveness to avoid or control
CCFs of redundant channels. Engineering judgement should support that typical causes for CCF are
reduced as much as reasonably possible.

NOTE1 The calculation of the CCF is usually performed on a subsystem level, as the measures for the
individual subsystems differ (e.g. inputs, logic and outputs).

NOTE2 Redundant channels in this annex means functional channel and testing channel in category 2 or
redundant functional channels in categories 3 and 4.

NOTE3  Typical CCF causes are over-voltage, over-pressure, over-current, over-temperature, humidity,
shock, vibration, EMI, impurity of the pressure medium. The appropriate level of these causes is deduced from
the expected application of the SRP/CS including foreseeable faults (e.g. failure of a cooling fan) and reasonably

foreseeable misuse. The measures can vary for different categories (category 2 vs. 3 and 4) or input/logic/output
parts of the SRP/CS.

F.3 Description of the measures against common cause failure (CCF) in Table F.1

E3.1 Separation/segregation
Physical separation between signal paths of redundant channels, for example:
a) separation in wiring (e.g. multi conductor cable with suitable insulation between conductors);

b) separation in piping (e.g. avoiding damaging of a hydraulic pipe due to high pressure released from
another adjacent pipe);

c) detection of short circuits and open circuits in cables by dynamic test;
d) separate shielding for the signal path of each channel;
e) redundant channels on separate printed-circuit boards or in separate housings or cabinets;

f) sufficient clearances and creepage distances between redundant channels on printed-circuit
boards, also taking into account e.g. tin whiskers (see 1SO 13849-2:2012, D.2.2).
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E3.2 Diversity

Diversity considerations include, for example:

a)

b)

‘)
d)

Different technologies/design or physical principles are used, for example:

— first channel electronic or programmable electronic and second channel electromechanical
hardwired;

— different initiation of safety function for each channel (e.g. position, pressure, temperature);
— first channel valve with rubber seal and second channel with metal seal;

— two position switches are used to detect the opening of a movable guard (safety guard), the first
one is operated when the safety guard is opened and uses a break-contact element with direct
opening action in accordance with IEC 60947-5-1:2020 Annex K, the second one is operated
when the safety guard is closed and uses a make-contact element;

Sensing elements employ different measurement principles (e.g. digital and analogue) or physical
principles (e.g. distance, pressure or temperature);

Different components, e.g. of different manufacturers (not re-badged);

Differentloads, e.g. contact/valve of one channel switches withoutload, contact/valve in the second
channel switches under load.

F.3.3 Design/application/experience

Protection against or control of over-voltage, over-pressure, over-current, over-temperature, for
example:

a)

b)

Inputs and outputs of the SRP/CS and the power supply of the logic are protected from potential
levels of over-voltage and/or over-current (see also IEC 60204-1);

NOTE Parts of the SRP/CS are capable of withstanding or are protected from potential levels of either
over-voltage or over-current, or both. Possible maximum over-voltage level of SW mode PSU (switch mode
power supply) depends on the applied standard (e.g. maximum voltages limit under single fault condition).

Itis important to take into account the possible maximum over-voltage level by applied standard SW
mode PSU as well as other operating conditions (e.g. over-voltage category, operating temperature).

The measure against over-pressure can be a single channel system if the primary pressure in
case of failure can never rise over the operating pressure multiplied by 1,5. ISO 4414 defines a
requirement for protection from unintended pressure (e.g. a pressure relief valve).

Only well-tried components are used. See 6.1.11 and [SO 13849-2.

F.3.4 Assessment/analysis

For each part of SRP/CS a failure mode and effect analysis or FTA has been carried out to identify
potential causes for CCF and its results are taken into account to avoid CCFs in the design.

F.3.5 Training

Designers have been trained (with training documentation, e.g. certificate of training) to understand
the causes and consequences of CCFs.
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F.3.6 Environmental

F3.6.1 Prevention of EMI or impurity of the pressure medium

For electrical/electronic systems, contamination and electromagnetic disturbances are prevented to
protect against CCFs in accordance with appropriate standards (e.g. IEC 61326-3-1, IEC 61000-6-7:2014,
IEC 61000-1-2:2016, IEC 61800-5-2).

NOTE1 These EMI standards usually have more stringent requirements than standard components (e.g.
general-purpose PLC) are designed to meet. See IEC 61800-3 for further information.

NOTE2  Annex L provides further guidance in relation to EMI immunity.

For fluidic systems, filtration of the pressure medium, prevention of dirt intake, drainage of compressed
air, is implemented in conformity with the component manufacturers’ requirements concerning purity
of the pressure medium (see ISO 8573-1 for guidance).

For combined fluidic and electric systems, both aspects should be considered.

F.3.6.2 Other influences

The SRP/CS is immune to all relevant environmental influences such as temperature, shock, mechanical
stresses, vibration, humidity, as specified in relevant standards, e.g. the IEC 60068 series, taking into
account the increased requirements for safety-related applications.

F.4 Measures against common cause failure (CCF) and other relevant standards

For some SRP/CS (subsystems) not all the measures against CCF listed in Table F.1 can provide an
appropriate reduction of the CCF impact since the potential risk reduction that can be provided by
those SRP/CS is limited also by their systematic capabilities (e.g. detection principle of sensors).

NOTE Some relevant standards (e.g. the IEC 62024 series for the application of protecting equipment
to detect the presence of persons or 1SO 14119:2013 for the selection and application of interlocking devices

associated with guards) can include application limits related to systematic capabilities.

The designer of the complete SRP/CS applies the measures stated in these standards and conforms with
the instructions for use provided by the manufacturer.
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Annex G
(informative)

Systematic failure

G.1 General

This annex provides guidance on measures to control and avoid systematic failures during the design
and integration of SRP/CS.

G.2 Measures for the control of systematic failures

The following measures should be applied:

a)

b)

d)

e)

Use of de-energization: The SRP/CS should be designed so that the machine will achieve or maintain
a safe state upon a power supply loss (see ISO 13849-2:2012, IEC 60204-1:2016+AMD1:2021, 7.5
and ISO 62061:2021).

Measures for controlling the effects of voltage breakdown, voltage variations, overvoltage,
undervoltage: SRP/CS behaviour in response to voltage breakdown, voltage variations, overvoltage,
and undervoltage conditions should be predetermined so that the SRP/CS can achieve or maintain
a safe state of the machine (see also [EC 60204-1:2016+AMD1:2021, Clause 7 and IEC 61508-7:2010,
A.8).

Measures for controlling or avoiding the effects of the physical environment (e.g. temperature,
humidity, water, vibration, dust, corrosive substances, EMI and its effects): SRP/CS behaviour in
response to the effects of the physical environment should be predetermined so that the SRP/CS
can achieve or maintain a safe state of the machine (see also, for example, IEC 60529, IEC 60204-1).

Program sequence monitoring should be used with SRP/CS containing software in order to detect
defective program sequences: A defective program sequence exists if the individual elements of a
program (e.g. software modules, subprograms or commands) are processed in the wrong sequence
or period of time or if the clock of the processor is faulty (see IEC 61508-7:2010, A.9).

Measures for controlling the effects of errors and other effects arising from any data communication
process (see IEC 61508-2:2010, 7.4.11)

In addition, one or more of the following measures should be applied, taking into account the complexity
of the SRP/CS and its PL:
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failure detection by automatic tests;

tests by redundant hardware;

diverse hardware;

operation in the positive mode;

mechanically linked contacts;

direct opening action;

oriented mode of failure;

over-dimensioning by a suitable factor, where the manufacturer can demonstrate that over-

dimensioning improves reliability.
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NOTE For examples for over-dimensioning see 1SO 13849-2:2012, Table D.2.

G.3 Measures for avoidance of systematic failures during SRP/CS design
The following measures should be applied:
a) Use of suitable materials and adequate manufacturing;

Selection of material, manufacturing methods and treatment in relation to, e.g. stress, durability,
elasticity, friction, wear, corrosion, temperature, conductivity, dielectric rigidity.

b) Correct dimensioning and shaping;

Consideration of, e.g. stress, strain, fatigue, temperature, surface roughness, tolerances,
manufacturing.

c) Proper selection, combination, arrangements, assembly and installation of components, including
cabling, wiring and any interconnections;

Apply appropriate standards and manufacturer’s application notes, e.g. catalogue sheets,
installation instructions, specifications, and use of good engineering practice.

d) Compatibility;
Use components with compatible operating characteristics.

NOTE Components such as hydraulic or pneumatic valves can require cyclic switching to avoid failure
by non-switching or unacceptable increase in shifting times. In this case a periodic test is necessary.

e) Withstanding specified environmental conditions;

Design the SRP/CS so thatitis capable of workingin all expected environments and in any foreseeable
adverse conditions, e.g. temperature, humidity, vibration and EMI (see ISO 13849-2:2012, D.2).

f) Use of components designed to an appropriate standard and having well-defined failure modes.

To reduce the risk of undetected faults by the use of components with specific characteristics
see IEC 61508-7:2010, B.3.3.

In addition, one or more of the following measures should be applied, taking into account the complexity
of the SRP/CS and its PL:

— Hardware design review (e.g. by inspection or walk-through);
To reveal by reviews and analysis discrepancies between the specification and implementation.
— Computer-aided design tools capable of simulation or analysis;

Perform the design procedure systematically and include appropriate automatic construction
elements that are already available and tested.

— Simulation.
Perform a systematic and complete inspection of an SRP/CS design in terms of both the functional
performance and the correct dimensioning of their components.

G.4 Measures for avoidance of systematic failures during SRP/CS integration

The following measures should be applied during integration of the SRP/CS:

— functional testing;
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— project management;
— documentation.

In addition, black-box testing should be applied, taking into account the complexity of the SRP/CS and
its PL.

G.5 Management of functional safety

A functional safety plan should be drawn up and documented for each SRP/CS design project and should
be updated as necessary. The functional safety plan is intended to provide measures for preventing
incorrect specification, implementation, or modification issues.

The functional safety plan should identify the relevant activities (see Figure 4) and should be adapted
to the project.

NOTE1 The functional safety plan can be part of other design documents.

NOTE 2  The content of the functional safety plan depends upon the specific circumstances, which can include:
— size of project;

— degree of complexity;

— degree of novelty of design and technology;

— degree of standardization of design features;

— possible consequence(s) in the event of failure.

In particular, the functional safety plan should:

a) identify the relevant activities in the SRP/CS design process (specification, design, integration,
analysis, testing, verification, validation) and details of when they should take place;

b) identify the roles and resources necessary for carrying out and reviewing each of these activities;

c) identify procedures for release, configuration, documentation and modification of hardware and
software design;

d) establish a validation plan (see 10.1.2);

e) identify relevant activities before carrying out any modification.

NOTE 3  The request for a modification can arise from, for example:

— SRS change;

— conditions of actual use;

— incident/accident experience;

— change of material processed;

— obsolescence;

— modifications of the machine or of its operating modes.

The effect of the requested modification should be analysed to establish the effect on the safety function.

All accepted modifications that have an effect on the SRP/CS should initiate a return to an appropriate
design phase for its hardware and/or for its software (e.g. specification, design, integration, installation,
commissioning, and validation). All subsequent phases and management procedures should then be
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carried out in accordance with the procedures specified for the specific phases in this document. All
relevant documents should be revised, amended and reissued accordingly.

© 150 2023 - All rights reserved 99



ISO 13849-1:2023(E)

Annex H
(informative)

Example of a combination of several subsystems

Figure H.1 is a schematic diagram of the combination of subsystems of an SRP/CS providing one of
the safety functions controlling a machine actuator. This is not a functional/working diagram and
is included only to demonstrate the principle of combining categories and technologies in this one
function.

The control is provided through electronic control logic and a hydraulic directional control valve. The
risk is reduced by an AOPD, which detects access to the hazard zone and prevents start-up of the fluidic
actuator when the light beam is interrupted.

The subsystems of the SRP/CS which provide the safety function are: AOPD, electronic control logic,
hydraulic directional control valve and their interconnecting means.

These combined subsystems provide a stop function as a safety function. As the AOPD is interrupted,
the outputs transfer a signal to the electronic control logic, which provides a signal to the hydraulic
directional control valve to stop the hydraulic flow as the output of the SRP/CS. At the machine, this
stops the hazardous movement of the fluidic actuator.

This combination of subsystems creates a safety function demonstrating the combination of different
categories and technologies based on the requirements given in Clause 6. Using the principles given in
this document, the subsystems shown in Figure H.2 can be described as follows.

— Category 2, PL ¢, PFH = 1,5 x 10-6/h for the electro-sensitive protective device (light barrier). To
reduce the probability of faults this device uses well-tried safety principles;

— Category 3, PL d, PFH = 2,0 x 10-7/h for the electronic control logic. To increase the level of safety
performance of this electronic control logic, the structure of this subsystem is redundant and
implements several fault detection measures such that it is able to detect most of single faults;

— Category 1, PL ¢, PFH = 1,1 x 10-%/h for the hydraulic directional control valve. The status of being
well-tried is mainly application-specific. In this example, the valve is considered to be well-tried. In
order to reduce the probability of faults, this device comprises well-tried components applied using
well-tried safety principles and all application conditions are considered (see 6.1.3.2.3).

NOTE1 The position, size and layout of the interconnecting means have also to be taken into account.

This combination leads to a summed-up value of PFH = 2,8 x 10-6/h in the range of PL c. Together with
the lowest PL of all three subsystems PL,,,, ¢ a leads to an overall performance level of PL c (see 6.2).

NOTE 2  In case of one fault in the category 1 or the category 2 subsystem of Figure H.2 there can be a loss of
the safety function.
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fluidic machine actuator

hazardous | |
movementI |
| | |
o _
____________________________ 1
[ 1 1T A b j
| . PES 1 XS |
| || [ PT
L SB1 J| |[_ SB2 J| [L SB3 _JI
T T T

AOPD electronic control logic fluidic control system
Key
AOPD active optoelectronic protective device (e.g. light curtain)
SB1 category 2 [Type 2], PL ¢
SB2 category 3, PL d (electronic control logic)
SB3 category 1, PL c (fluidic control system)
PES programmable electronic system

Figure H.1 — Example — Block diagram explaining combination of subsystems
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AOPD electronic control logic fluidic control system

Key

AOPD active optoelectronic protective device (e.g. light curtain)

L1112 input devices, e.g. sensor

L, L1, 1.2 logic

0,01, 02,0TE output devices, e.g. main contactor

SB1 category 2 [Type 2], PL ¢

SB2 category 3, PL d (electronic control logic)

SB3 category 1, PL c (fluidic control system)

TE test equipment

Figure H.2 — Substitution of Figure H.1 by designated architectures
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Annex I
(informative)

Examples for the simplified procedure to estimate the PL of
subsystems

.1 General

This annex illustrates the use of the simplified procedure for estimating PL given in 6.1.8 and the
preceding annexes for identifying safety functions and determining the PL. The quantification of two
control circuits is given. For the stepwise procedure, see Figure 4.

The following examples do not take into account the measures to ensure systematic integrity, software
requirements, and the correct application of basic and well-tried principles. They are only intended to
show quantification of MTTF},, DC,,,, CCF, category and corresponding PL.

avg’

Two examples (A and B) of control circuits for different machines are examined (see Figure I.1 and
Figure 1.3). Both illustrate the performance of the same safety function of the interlocking of the guard
door, but they have different PL. due to differences in the applications. The first example consists of
one channel of electromechanical components with medium and high MTTF}, values, while the second
example is made up of two channels, one electromechanical and the other programmable electronic, of
components with medium and high MTTF, values, and with appropriate diagnostic testing.

1.2 Safety function and required performance level (PL,)

For both examples, the requirements of the safety function associated with the guard door interlocking
can be specified as follows.

The dangerous movement will be stopped (by decelerating or de-energising the electric motor) when
the interlocking guard is opened.

NOTE For the example B, the risk assessment determined that a loss of controlled deceleration of the motor
as a result of a malfunction (SW2, CC or PLC) was acceptable.

The minimum distance between the interlocking guard and moving parts of the machine was
determined according to [SO 13855:2010, based on the machine stopping performance.

For example, A, the risk parameters according to the risk graph method (see Figure A.1) are as follows:
— severity of injury, S = S2, serious;

— frequency and/or exposure time to hazard, F = F1, seldom to less often and/or the exposure time is
short;

— possibility of avoiding or limiting harm, P = P1, possible under specific conditions.
These risk parameter selections lead to a PL, of c.

“_n

Determination of the preferred category: a performance level of “c” can be achieved typically by very
reliable single-channel systems (category 1), tested single-channel systems (category 2) or redundant
architectures (category 3) (see Figure 12).

For example, B, the risk parameters S2 and P1 are the same, but for frequency and/or exposure time to
hazard, F = F2, frequent to continuous and/or the exposure time is long.
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These decisions lead to a PL,. of d.

Determination of the preferred category: a performance level of “d” can be achieved typically by
redundant architectures (category 2 or 3) (see Figure 12).

1.3 Example A — Single-channel system

I.3.1 Identification of safety-related parts

All components contributing to the guard interlocking safety function are represented in Figure [.1.
Other components that do not contribute to the safety function (e.g. start and stop switches) are
omitted for simplicity.

Y + §
v
C
——————————————— SW1A
Kia|  p———- A\

Key

0 guard interlocking is open

C guard interlocking is not open
M motor

K1A contactor relay
SW1A position switch (NC)
L power supply

@ direct opening

Figure 1.1 — Control circuit A for performing safety function

In this example, a position switch SW1A with direct opening action is used in the positive mode of
actuation but no-fault exclusion is justified for the mechanical parts. The position switch is connected
to a contactor relay K1A, which is able to switch off the power to the motor. The key features of these
SRP/CS are therefore:

— one channel of electromechanical components;
— position switch SW1A (NC) has direct opening action of the contact and high B, ,p;
— contactor relay K1A has high B,y

The position switch and contactor relay in this example are both well-tried components when
implemented according to [SO 13849-2:2012.

The SRP/CS can be illustrated in a safety-related block diagram as shown in Figure [.2.
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— SWI1A Ki1IA ——

SW1A position switch

K1A

contactor relay

Figure 1.2 — Safety-related block diagram identifying safety-related parts (SRPs) of example A

1.3.2 Quantification of MTTFp, DC

avg IN€asures against CCF, category and performance

level

The

values for MTTFp, DC,,, and measures against CCF are assumed to be estimated according

to Annex C, Annex D, Annex % and Annex F, or to be given by the manufacturer. The categories are

estimated according to 6.1.3.

MTTF,

The position switch SW1A and the contactor relay K1A contribute to the MTTF, of the one
channel. The values of Byyp gy14 = 20 000 000 cycles (position switch independent of load) and
Biop,k1a =400 000 cycles (contactor relay with maximum load) are assumed to be provided by the
manufacturer. Applying the method of C.4.2 with 220 working days per year, 8 working hours per
day and a cycle time of 60 min gives MTTFp gy = 113 636 years and MTTFp x4 = 2 273 years.
Then using the parts count method of D.1, the MTTF}, of the one channel is calculated as:

1 il 5 1 B 1 5 1 0,000 45
MTTE, MTTFygwia MTTFyk1a 113 636years 2 273 years year

(11)
which gives MTTF, = 2 222 years (limited to 100 years) for the channel, which is “high” according
to 6.1.4, Table 6.

NOTE If no By information for SW1A or K1A is available, a worst-case assumption according to C.2 or
C.4 can be made.

Tyop

The method given in C.4.2 gives Tygp sy Of 11 364 years and Tygp 15 Of 227 years, which both
exceed the mission time of 20 years and therefore eliminate the need for any preventive exchange.

DC

No diagnostic testing is performed in control circuit A, the DC = 0 or “none”, as only one channel is
used, DC is not relevant.

CCF
As only one channel is used, measures against CCF are not relevant.
Category

The characteristics of category 1 (basic and well-tried safety principles, well tried components) are
fulfilled, including the requirement for the MTTF, of the channel to be “high”.

Input data for Figure 12: MTTF}, of the channel is “high” (100 years), DC,,g is “none” and category is 1.

Using Figure 12, this is interpreted as performance level c.

Application of Annex K gives an PFH of 1,14 x 10-¢/h and PL c.
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This result matches the PL, c according to Figure [.2. The control system of example A therefore satisfies
the requirements for risk reduction of the example A application of 1.2, with S2, F1, P1 and PL, c.

1.4 Example B — Redundant system

1.4.1 Identification of safety-related parts

All components contributing to the guard interlocking safety function are represented in Figure [.3.
Other components that do not contribute to the safety function (for example, start and stop switches or
delayed switching of K1B) are omitted for simplicity.

O,

PLC + L
C \ v
———————— SW1B
K1B ————— r
= oz
2
PLC
I | Cs
K1B Eg ~| CC
RS(n)}————
Key
PLC programmable logic controller C. stop signal (standard)
CC current converter Eg enable (standard)
M  motor K1B contactor relay
RS rotation sensor SW1B position switch (NC)
0  guard interlocking is open SW2 position switch (NO)
C  guard interlocking is not open @ direerapaniig
L power supply ﬂ‘ actuated position

Figure 1.3 — Control circuit B to perform the safety function

In this second example, a two-channel architecture is used to provide redundancy. As in example A,
the first channel includes a position switch SW1B with direct opening action used in the positive mode
of actuation. This position switch is connected to a contactor relay K1B, which is able to switch off the
power to the motor. In the second channel, which includes (programmable) electronic components, a
second position switch SW2 is connected to a programmable logic controller PLC that can command
the current converter CC to switch off the power to the motor. The key features of these SRP/CS are
therefore:

— redundant channels, one electromechanical and the other programmable electronic;

— only position switch SW1B (NC) has direct opening action of the contact, but both position switches
SW1B and SW2 have high Byp;
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— contactor relay K1B has high MTTFp;
— electronic components PLC and CC have medium MTTF;

— the SRASW of the PLC, e.g. the part of the software related to the monitoring of the input signals
SW2,K1B, RS and the outputs commands to the current converter, is specified, designed and verified
according to 7.3 for a PL, of d.

The SRP/CS and their division into channels can be illustrated in a safety-related block diagram as
shown in Figure 1.4. The first channel therefore consists of SW1B and K1B and the second channel
consists of SW2, PLC and CC, while RS is only used to test the current converter.

SW1B K1B
Swz2 PLC CC
RS
Key
SW1B position switch PLC programmable logic controller
K1B contactor relay CC current converter
SW2 position switch RS rotation sensor

Figure 1.4 — Block diagrams identifying safety-related parts (SRPs) of example B

1.4.2 Quantification of MTTF, for each channel, average diagnostic coverage, measures
against CCF, category and performance level

The values for MTTFy, for each channel, DCElvg and measures against CCF are assumed to be evaluated
according to Annex C, Annex D, Annex E and Annex F, or to be provided by the manufacturer. The
categories are determined according to 6.1.3.

The position switch SW1B has a direct opening action and is used in the positive mode of actuation but
no-fault exclusion is justified for the mechanical parts.

— MTTF,

The position switch SW1B and contactor relay K1B contribute to the MTTF} - of the first
channel. The values of Byyp swig = 20 000 000 cycles (position switch independent of load) and
Biop,k1g =400 000 cycles (contactor relay with maximum load) are assumed to be provided by the
manufacturer. Applying the method of C.4.2 with 300 working days per year, 16 working hours
per day and a cycle time of 4 min gives MTTFp gy = 2 778 years and MTTFp g5 = 56 years. Then
using the parts count method of D.1, the MTTFD ¢ of the first channel is calculated as

1 i T 4 10,0182

= + = 1.2
MTTFD,C]. MTTFD,SW].B MTTFD,K].B 2778 yeaI‘S 56 yearS year ( )

which gives an MTTF}, = 55 years for the channel, which is “high” according to 6.1.4 and Table 6.

©150 2023 - All rights reserved 107



ISO

108

13849-1:2023(E)

In the second channel SW2, PLC and CC contribute to MTTFy, ¢,. The Bygp sy, 0of 1 000 000 cycles
is assumed to be given by the manufacturer. Applying the method of C.4.2 as for the first channel
gives an MTTFy, g, of 139 years. For PLC and CC an MTTF, of 20 years is assumed to be given by
the manufacturer. Applying the parts count method of D.1, to calculate the MTTF, ., of the second
channel gives

1 _ 1 ” i i 1 _ 1 & 1 i 1 _ 0,107 2
MTTFy c; MTTEyqwy MTTEyp e MTTE, ¢ 139years 20years 20years year
(L:3)

which gives an MTTF, = 9,3 years for the channel, which is “low” according to 6.1.4, Table 6.

NOTE If no MTTF}, information for SW1B, SW2 or K1B is available, a worst-case assumption according
to C.2 or C.4 can be made.

As both channels have different values of MTTF,, Formula (D.2) can be used to calculate equivalent
identical values of MTTF}, for a symmetrical two-channel system. Applying this formula yields an
MTTFy, = 37 years for each channel, which is “high” according to 6.1.4, Table 6.

T10D

The method of C.4.2 gives Ty, sy Of 278 years, Tygp kqp Of 5.5 years and Tygp gy, Of 13,9 years,
with the latter two being lower than the mission time of 20 years. The estimation of PL and PFH is
therefore only valid if K1B is exchanged before 5,5 years and if SW2 is exchanged before 13,9 years
of operation respectively.

DC

In control circuit B, five of the SRP/CS are tested by the PLC. This testing consists of SW1B, SW2 and
K1B being read back by the PLC, the CC being read back by the PLC via RS and the PLC performing
self-tests. The DC values associated with each of these tested parts are

a) DCgyip = DCswo = 99 %, “high”, due to plausibility check, see Table E.1 (second line of input
device part),

b) DCqg =99 %, “high”, due to normally open and normally closed mechanically linked contacts,
see Table E.1 (second line of input device part),

c) DCpic =30 %, “none”, due to low effectiveness of self-tests (this value comes out of the specific
application), and

d) DC¢c=90 %, “medium”, due to indirect monitoring of the machine actuator by control logic, see
Table E.1 (sixth line of output device part) - if the PLC monitors a failure of CC, it is able to stop
the motion with the enable (standard) and to de-energize the contactor relay K1B (additional
shut-off path).

For an estimation of the PL, an average DC value is needed as input for Figure 12:

DCswip . DCip . DCswp  DCpc DCec
pe. - MTTFoswip MTTRykip MTTFpswz MTTFpprc MTTFpcc
ave 1 % 1 % 1 £ 1 5 1
MTTFpswig MTTFykig MTTFpqw, MTTEyp e MTTE, ¢

0,99 0 99 0,99 0,3 U 9

2778 56 ' 139 20 20 _0,09
= Bk i -5 1.4
t 1.1 1.1 013 A (1.4)

t—t—t—
2778 56 139 20 20
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For an estimation of the measures against CCF according to F.2, the scores for control circuit B are
given in Table 1.

Table 1.1 — Estimation of the measures against CCF for example B

Implemented measures Maximum
Score for control :
No. Item s possible
circuit
score
1 Separation/segregation
physical separation — separate wiring to PLC between SW1B
between signal paths |and SW2 (signal cables routed separately)
— separation of both functional channels in
the cabinet, e.g. between K1B and CC (sepa- 15 15
rate components)
— cross-connection of both channels limit-
ed to diagnostic testing
2 |Diversity
different technologies/|— position switch SW1B is operated
design or physical when the safety guard is opened and has a
principles are used break-contact element with direct opening
action while position switch SW2 is operated
when the safety guard is closed and uses a 20 20
make-contact element.
— one functional channel uses electrome-
chanical components, the other programma-
ble electronic components
3 |Design/application/experience
3.1 |protection against — additional protection against over-volt-
over-voltage, age and over-current on system level using
over-pressure, external protection components where need-
over-current, ed, i.e. diodes, fuses on inputs and outputs 15 15
over-temperature. and a free-wheeling diode on relay K1B
— over-voltage and under-voltage detection
in the PLC
3.2 |components used are |Only switch SW1B and relay K1B are well- none (only partly -
well-tried tried components fulfilled, see F.2)
4 |Assessment/analysis
For each part of SRP/ |not completely implemented
G5 atatlure mode g (FMEA with focus on CCF has been carried
effect analysis has : g
: out but not in a formalized and completely
been carried out and
: . documented way) None 5
its results taken into
account to avoid com-
mon-cause-failures in
the design.
5 |Training
Training of designers |not completely implemented
to understand the
None 5
causes and conse-
quences of CCFs.
6 |Environmental
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Table 1.1 (continued)

Implemented measures Maximum
Score for control :
No. Item i possible
circuit
score

6.1 |For electrical/elec- — additional protection against electro-

tronic systems, pre-  |magnetic disturbances on system level using

vention of contam- external protection components, as diodes,

ination and EMIs to fuses, filters and shielding on all inputs and

protect against CCFs  |outputs (appropriate measures of Table L.1 25 25

in accordance with implemented with focus on CCF)

appropriate standards

(e.g. IEC 61326-3-1). — signal and power cables are routed sep-

arately

6.2 |Other Influences — choice of both position switches to with-

stand all expected environmental influences

with sufficient overdimensioning and consid-
eration of possible CCF causes.

Consideration of the
requirements for
immunity to all rele-
vantenvironmental |— KI1B, PLCand CC installed in the cabinet 10 10
influences such as, with temperature control
temperature, shock,
vibration, humidity
(e.g. as specified in
relevant standards).

Total 85 Mazx. 100

Sufficient measures against CCF require a minimum score of 65, so for example B the score of 85 is
sufficient to fulfil the requirements against CCF.

The characteristics of category 3 are fulfilled because a single fault in any of the parts does not lead to
the loss of the safety function. Whenever reasonably practicable the single fault is detected at or before
the next demand upon the safety function, the average diagnostic coverage (DC,,,) is in the range 60 %
to 90 %, the measures against CCF are sufficient and the equivalent MTTFy, for each channel is “high”.

Input data for Figure 12: MTTF, for the channel is “high” (37 years), DC,, is “low” and category is 3.
Using Figure 12 this can be interpreted as performance level d.
Application of Annex K (use 36 years) gives an PFH of 5,16 x 10-7/h and PL d.

This result matches the PL. d according to 1.2. Control circuit B therefore satisfies the requirements for
risk reduction of the example B application of 1.2 with S2, F2, P1 and PL, d.
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Annex ]
(informative)

Example of SRESW realisation

J.1 Description of example

In this annex the process steps for realizing the SRESW of an SRP/CS for PL, d are presented. The SRP/
CSis interfaced with the machine equipment. It ensures

— the acquisition of information sent by the various sensors,

— the processing required to operate the power control elements taking into account the safety
requirements, and

— the piloting of the power control elements.

The function diagram of this application’s SRESW is as shown in Figure |.1.

,.| Acquisition - Processing —
sensor 1 function 1 Piloting
> power control -
_ | Acquisition - element 1
sensor 2
= Piloting Interface to
Sensors isiti .
interface = ?;l?sl:)]:lgon power control » power control
™| Processing element 2 elements
- function 2
_ | Acquisition _
Hnsar-4 Piloting
= power control -
.| Acquisition . alowisnns
sensor 5

Figure J.1 — Function block level design of software example

J.2 Application of V-model of software safety lifecycle

Table |.1 presents the development activities, their corresponding verification steps, and the related
documentation. These activities follow the V-model of software safety lifecycle according to Figure 14 a).
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Table J.1 — Activities and documents within software safety lifecycle

Development activity

Lifecycle activity

Associated documentation

machine aspect (hardware and
software): identification of the func-
tions involving the SRP/CS

— identification of safety func-
tions

Output:

— safety requirements specifica-
tion (SRS)

architecture aspect (hardware and
software): definition of the control
architecture with sensors and
power control elements

— comments upon safety charac-
teristics of chosen components

— planning of the test of the SRS

Output:

— definition of the control archi-
tecture

— test plan for SRS

software specification aspect:

— specification of the require-
ments of the safety-related soft-
ware (SRSS), including

— transcription of machine func-
tions into software functions

— review of the descriptions SRSS
against SRS (see ].3)

— planning of the test of the SRSS
against the SRS

Input:

— safety requirements specifica-
tion (SRS)

Output:

— software design specification
(SDS) including software descrip-
tions

— test plan for the SDS

— documentation of review activ-
ity

software architecture aspect:

— software system design, in-
cluding to detail the functions into
functional blocks

— review of the system design
against the SDS including definition
of critical blocks which are subject
of greater review and validation
effort

— planning of the test of the soft-
ware system design

Input:
— 8D5
Output:

— software system design speci-
fication (SSDS) including function
block modelling

— test plan for the SSDS

— documentation of review activ-
ity

design of the software modules

— review of the software module
design against the SSDS.

— planning of the test of the soft-
ware modules

Input:
— SSDS
Output:

— module design specification
(MDS)

— test plan for the MDS

— documentation of review activ-
ity

coding aspect:

coding of non-existing software
modules according to the program-
ming rules (see ].4)

— review of the code against the
MDS

— verification of functions and
compliance with rules

Input:
— MDS
Output:

— reviewed code including Encod-
ing comments in the code

— documentation of review activ-
ity

NOTE Each test plan contains:

— acorrespondence matrix which cross-references specification paragraphs and tests;

— test sheets comprising test scenario and comments upon results achieved.
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Development activity

Lifecycle activity

Associated documentation

validation aspect:

— module test

test of the software modules against
the MDS according to the test plan
for the MDS including

— verification of the test coverage

— verification of the test results

Input:

— reviewed code

— MDS

— test plan for the MDS
Output:

— tested software modules

— documentation of test activity

validation aspect:

— software integration testing

test of the integrated software
against the SSDS according to the
test plan for the SSDS including

— verification of the test coverage
— verification of the test results

The test may include the final hard-
ware (if possible).

Input:

— tested software modules
— SSDS

— test plan for the MDS
Output:

— tested integration

— documentation of test activity

validation aspect:

— validation of the SRP/CS
making of test scenarios:

— operation aspect of functions

— behaviour-on-failure aspect

test of the integrated software and
hardware (the SRP/CS) against the
SDS according to the test plan for
the SDS including

— verification of the test coverage
— verification of the test results

The test may include the final hard-
ware (if possible).

Input:

— SDS

— test plan for the SDS
Output:

— validated software (of the SRP/
CS)

— documentation of test activity

NOTE Each test plan contains:

— acorrespondence matrix which cross-references specification paragraphs and tests;

— test sheets comprising test scenario and comments upon results achieved.

J.3 Verification of software specification at different levels (i.e. SDS, SSDS, MDS)

As part of the software safety lifecycle according to Figure 14 a), the verification activities at each
level of the software specifications consists in reading the specifications in order to verify that all
the sensitive points are properly described. The following should be considered when verifying each

software function:

a) limiting the cases of erroneous interpretation of the software specifications;

b) avoiding gaps in the specifications resulting in an unknown behaviour of the SRP/CS;

c) precisely defining conditions for activation and de-activation of functions;

d) precisely guaranteeing that all the possible cases are handled;

e) consistency tests;

f) the different parameterizing cases;

g) the reaction following a failure.
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J].4 Example of programming rules

In general, it should be possible to identify the software version. Modifications should be documented
with author, date and type of modification. Concerning the programming rules the following rules can
be differentiated.

a) Programming rules at the program structure level

The programming should be structured in order to display a consistent and understandable general
skeleton allowing the different processing to be easily localized. This implies

1)
2)

3)

4)
5)

6)

the use of templates for typical program or function blocks,

partitioning of the program into segments in order to identify main parts corresponding to

“inputs”, “processing” and “outputs”,

comments should appear on each program section in the source of the program to facilitate the
updating of the comment in case of modification,

the description of the role a function block has when calling this block,

that memory location should be used only by one single kind of data type and be marked by
unique labels, and

that the working sequence should not depend on variables such as a jump address calculated at
runtime of the program, conditional jumps being authorized.

b) Programming rules regarding the use of variables

1)

2)

3)

The activation or de-activation of any output should take place only once (centralized
conditions).

The program should be structured such that the equations for updating a variable are
centralized.

Each global variable, input or output should have a mnemonic name explicit enough and be
described by a comment within the source.

c) Programming rules at the function block level

1)

2)

3)
4)
5)
6)
7)
8)

114

Function blocks that have been validated by the supplier of the SRP/CS should be used. It should
be checked that the assumed operating conditions for these validated blocks correspond to the
conditions of the program.

The size of the coded block should be limited to the following guideline values:

— parameters: maximum eight digital and two integer inputs, four outputs;

— in function code: maximum 10 local variables, maximum 20 Boolean equations.

The function blocks should not modify the global variables.

Each value should be compared to expected pre-set benchmarks to ensure its validity.

The input parameters of a function block should be checked for inconsistencies.

Each fault code should be accessible and allow a clear identification of the original fault.

The fault codes and the state of the block after fault detection should be described by comments.

The resetting of the block or the restoration of a normal state should be described by comments.
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Annex L
(informative)

Electromagnetic interference (EMI) immunity

The following routes (see Figure L.1) provide guidance to fulfil EMI immunity measures for an SRP/CS
or subsystems.

PLb PLd PLe

LA follow e
'EMC requirements of the relevant product Standard

first choice (if applicable)

B | follow IEC 61000-6-2: for industrial environments
IEC 61000-6-2 (generic standard)

see [EC 61000-6-7:2014, 4.1 Note 1:

C implement EMC measures on system level subs stem There can be other approaches [than immunity
(see Table L.1) of t:);t 4 tests] to demonstrate sufficient immunity, e.g. by

means of design and/or analysis.

follow IEC 61000-6-7 IEC 61000-6-7: for functional safety
or other generic EMC standards for functional safety " (generic standard, higher immunity levels)

Figure L.1 — Route to fulfil EMI measures

At least one or more routes should be selected and fully applied:

— Route A: follow the EMI requirements of the relevant product standard (see IEC 61000-6-7:2014, 4.1,
15t sentence). An example of a product standard is [EC 61800-5-2;

— Route B: for PL.a and b, follow the EMI requirements of IEC 61000-6-2;

— Route C: for any PL,, implement EMI measures to achieve a score of at least 280 (of possible 390) for
dual channel subsystem (Cat 2, Cat 3 and Cat 4) and 230 for single channel subsystem (Cat B and
Cat 1) according to Table L.1 (see IEC 61000-6-7:2014, 4.1, Note 1); for PL, e, this route can only be
applied if the requirements of category 4 are additionally fulfilled;

— Route D: follow generic EMI standards for functional safety as IEC 61000-6-7 or IEC 61326-3-1.

For electromechanical components with integrated active electronics, the effect of EMI on the
execution of the safety functions should be analysed and the relevant measures to achieve EMI should
be implemented. If route C is selected, the measures listed in Table L.1 should be evaluated according
to their effectiveness to avoid or control EMI effects. Engineering judgement should prove (e.g. using
FMEA techniques) that those typical causes for EMI are reduced as much as reasonably possible. The
selected routes/measures should be clearly documented with adequate proof of compliance to the
selected route.

Where tests are applied for validation, they should ensure that the safety function is exercised and
exposed to the EMI immunity for an adequate duration to demonstrate no susceptibilities are present.
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Table L.1 (continued)
Measures to achieve EMI Score?
Separation of EMI sources and sensitive components, e.g. 30

— separate routing and location of power lines and signal lines;
— separate metal cabinets for power electronics and low power electronics;

— following the instructions by the manufacturer; if no instructions are available use
distance = 20 cm between power components and sensitive components or alternatively
use shielded and bonded components in shorter distance with field experience of low
EMI influences.

software/firmware with diagnostic on component or system level, e.g. by plausibility 20
checks, data cross monitoring in case of redundancy, self-tests

designers have experience or have been trained (with training documentation, e.g. certifi- 20
cate of training) to understand the causes and consequences of EMI

reuse of a specific functional safety system design previously used in a similar electromag- 30
netic environment and found to be highly reliable without known EMI issues

Power supply of the SRP/CS

low voltage AC or DC power supplies with insulated transformers related to IEC 61558-2- 20
16, and /or SELV supplies related to IEC 60950-1, IEC 62368-1 and/or SELV or PELV supplies
related to EN 50178

redundant PLC with separate switching power supply for the SRP/CS of channel 1/2 10¢

Total score 390 (320 for single channel subsystem) | Measures for EMI immunity 2

280 (230 for single channel subsystem or better) Meets the requirements

Less than 280 (230 for single channel subsystem) Process failed = choose additional measures or select

route one or more above mentioned routes

NOTE Dual channels in Table L.1 means functional channel and test channel in category 2 or redundant func-
tional channels in categories 3 and 4.

3 Where technological measures are not relevant, scores attached to this column can be considered in the com-
prehensive calculation.

b The zones can be located inside one cabinet or separated into several cabinets.
¢ Requirements not relevant for single channel subsystem.
d The score of PLC as part of SRP/CS can only be assigned once per SRP/CS.

(hr) This measure is highly recommended. If this measure is applicable but not realized, a detailed justification
shall be given, on how the EMI immunity is achieved in an equivalent way.
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Table L.2 — Example of a risk analysis for EMI

all sensors

programmable
logic

analog digital

Source of Distamee Sensitive Risk
: EMI-phenomenon | source/ Solution to problem
disturbance Sink component consequence
power supply |inductive coupling <20 cm |signal lines wrong measure- |higher distance
i y : ment values i s
capacitive coupling sensor lines shielding
malfunction I
filtering
shielded cable
inverter capacitive coupling <40 cm |all cables sporadic failure  |higher distance

malfunction

loss of function

filtering
sine filter
shielded cable

ferrite clamps

sients

motor drive

converter
power mains |conductive coupling — sensor disturbance mains filter
capacitive coupling programmable malfunction surge filter
high power tran- logle damage twisted cable

undefined state

filtering

transient protection

tronic

inductive inductive coupling — all cables disturbance filtering
ol conductive coupling all sensors malfunction twisted cable
capacitive coupling programmable damage transient protection
high power tran- g undefined state
sients analog digital
converter
motor drive
All EMI all couplings — all active elec- — diagnostic system

leads into safe state

© [S0 2023 - All rights reserved
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Annex M
(informative)

Additional information for safety requirements specification (SRS)

Table M.1 and Table M.2 list typical safety functions and their characteristics and safety-related
parameters, while making reference to other International Standards whose requirements relate to the
safety function, characteristic or parameter.

As most of the safety functions referenced in Table M.1 and Table M.2 relate to electrical standards, the
applicable requirements need to be adapted when other technologies or energy sources (e.g. hydraulic,
pneumatic) are used.

Table M.1 — Examples of International Standards applicable to typical machine safety
functions and some of their characteristics

. Requirement(s)
Safety functlon/ charac- This d t (ISO For additional information
tetistic is documen .
13849-1) IS0 12100:2010

safety-related stop function 5.2.2.2 3.26,6.2.11.3 IEC 60204-1:2016+AMD1:
20245'9:2:2:9.:2.8:3:9.2:3:6
[SO 14119:2013
[SO 13855:2010
IEC 62046:2018
IEC 61800-5-2:2016

manual reset function 5.2.23 — IEC 62046:2018

start/restart function 5.2.24 6.2.11.3,6.2.11.4 |IEC 60204-1:2016+AMD1:
2021,9.2.3.2,9.2.3.3,9.2.3.10
IEC 62046:2018

local control function 525 6.2.11.8,6.2.11.10 |[IEC 60204-1:2016+AMD1:2021,
10.1.5

muting function 5.2 26 — IEC 62046:2018, 5.7

hold-to-run function 6.2.11.8 b) IEC 60204-1:2016+AMD1:2021,
9.2.3.7

enabling device function — IEC 60204-1:2016+AMD1:
2021,9.2.3.9,10.9

prevention of unexpected — 6.2.11.4 ISO 14118:2017

start-up
IEC 60204-1:2016+AMD1:
2021, 5.4
IEC 61800-5-2:2016

escape and rescue of trapped — 6:3.5.3 1SO 14119:2013,5.7.5.2

persons

disconnection and energy — 6.3.5.4 ISO 14118:2017

dissipatienfiction IEC 60204-1:2016+AMD1:2021,
5.3,6.3.1

operating mode selection 5.2.29 6.2.11.8,6.2.11.10 |IEC 60204-1:2016+AMD1:
2021,9.2.3.5

a  For complementary protective measure, see SO 12100:2010.
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Table M.1 (continued)
Safetv f . h Requirement(s)
atety unct_lop/ charac- This document (ISO For additional information
teristic 13849-1) IS0 12100:2010

interaction between differ-

6.2.11.1 (last sen-

IEC 60204-1:2016+AMD1:2021

ent SRP/CS tence) 1SO 11161:2007
1SO 13850:2015

monitoring of parameteriza- Z3 — —

tion of safety-related input

values

emergency stop function? — 6.3.5.2 ISO 13850:2015

IEC 60204-1:2016+AMD1:2021,
9.2.34.2

IEC 61800-5-2:2016

monitoring or limiting
speed; torque; power; posi-
tion (e.g. position limiting
device); movement; momen-
tum; pressure; stopping
time; stopping distance

ISO 10218-1:2011
IEC 61800-5-2:2016
ISO/TS 15066:2016

safe brake control

IEC 61800-5-2:2016

a2 For complementary protective measure, see ISO 12100:2010.

Table M.2 — Examples of International Standards giving requirements for certain safety
functions and safety-related parameters

. Requirement
Safey foretion, safcty-re- This d 1SO For additional information
lated parameter is document ( ISO 12100:2010
13849-1)
response time 52 — 1SO 13855:2010, 3.2, A.3,A.4
13.2 IEC 62046:2018, 4.4.2.2
[SO 10218-1:2011, Annex B
safety-related parameter 5.2 6.2.11.7.3 IEC 60204-1:2016+AMD1:
such as speed, temperature, 2021,7.1,9.3.2
pressure, position or torque IEC 61800-5-2:2016
fluctuations, loss and resto- 52.28 6.2.11.4 IEC60204-1:2016+AMD1:2021,
ration of power sources 6.2.11.5 4.3,71,75
IS0 4413:2010
1SO 4414:2010
indications and alarms — 6.2.11.6 1SO 7731:2003

IS0 11428:1996
IS0 11429:1996
[EC 61310-1:2007

[EC 60204-1:2016+AMD1:
2021, 10.3,10.4

IEC 61131-3:2013
IEC 62061:2021
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Annex N
(informative)

Avoiding systematic failure in software design

N.1 Selection of fault-avoiding measures for the design of safety-related software

The following tables give guidance for the selection of fault-avoiding measures for SRESW or SRASW.
Table N.1 gives an overview for the clustering of the selection measures. Table N.2 should be used for
SRASW in LVL, and Table N.3 should be used for SRESW and SRASW in FVL.

Table N.1 — Clustering of cases for the selection of measures

PL Category Software used in Case
aandb B Functional channel
a,bandc 2 Testing channel
aandb Z Functional channel
Case 1l
aandb 3 Pre-assessed platform
aandb 3 Channel 1 AND 2
a,bandc 3 Channel 1 0R 2
c 2 Functional channel
c 3 Pre-assessed platform
C 3 Channel 1 AND 2 Case 2
d 2 Testing channel
d 3and 4 Channel 1 OR 2
d 2 Functional channel
d 3and 4 Pre-assessed platform
Case 3
d 3and 4 Channel 1 AND 2
e 3and 4 Channel 1 OR 2
e 3and 4 Pre-assessed platform
Case 42
<) 3and 4 Channel 1 AND 2

The only difference in both lines of case 4 are the requirements for the selection of tools.
Key
Channel 1 AND 2: SRESW or SRASW are used in both functional channels of category 3 or 4 without diversity.

Channel 1 OR 2: SRESW or SRASW are only used in one of two functional channels of category 3 or 4 or diversity is used in
both functional channels.

Pre-assessed platform: the hardware and the internal software (SRESW) is designed for safety applications and already
assessed to be in conformity with this document or the IEC 61508 series or IEC 62061:2021 for the required performance
level (PLr).

EXAMPLE For a subsystem with PL_ of c and category 2, case 2 is chosen for the functional channel and case
1 is chosen for the testing channel.

The fault-avoiding measures for SRESW and SRASW in Table N.2 and Table N.3 are graded according to
the category and PL:

a) PLaandb are typically realized using a category B structure with software used in the logic block
of the functional channel.
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PL c and d may be realized using a category 2 structure with software used in the logic block of the
functional channel or in the test equipment block in the testing channel. For the testing channel the
requirements are reduced by one performance level.

PL d and e may be realized using a category 3 structure with software used in the logic block of
the functional channels. “Channel 1 and channel 2” means that software is used in both functional
channels. “Channel 1 or channel 2” means that software is used only in one of both functional
channels.

SRASW in PL d and e may also be realized using a pre-assessed platform (safety-related hardware
in combination with operating system and programming tool). In this case, only one application
software is used for both functional channels.

Table N.2 — Selection of measures for SRASW in LVL

Case Casel Case 2 | Case 3 I Case 4

These basic measures should be applied:

Development lifecycle with verification and validation activities,
see Figure 14 a) and Figure 14 b);

b)

Documentation of specification and design;

c)

Modular and structured programming;

d)

Functional testing (e.g. black box testing);

Appropriate development activities after modifications.

The safety-related software specification should be reviewed
(see also Annex |), made available to every person involved in
the lifecycle of the V-model and should contain the description
of:

Safety functions with required PL and associated operating
modes,

Performance criteria, e.g. reaction times, - m m m

Hardware architecture with external signal interfaces, and

Detection and control of hardware failure.

Selection of tools, libraries, languages:

Tools should be suitable for the application. - m m m

For PL e achieved with one component and its tool, the tool
should be in conformity with the applicable component stand- - - - m?
ard.

Technical features which detect conditions that can cause sys-
tematic error (such as data type mismatch, ambiguous dynamic
memory allocation, incomplete called interfaces, recursion,
pointer arithmetic) should be used.

d)

Checks should mainly be carried out during compile time and
not only at runtime. Tools should enforce language subsets and
coding guidelines or at least supervise or guide the developer
using them.

Whenever reasonable and practicable, validated function block
(FB) libraries should be used - either safety-related FB librar-
ies provided by the tool manufacturer or validated application
specific FB libraries and in conformity with ISO 13849-1 (this - r r r
document).

A justified LVL-subset suitable for a modular approach should be
used, e.g. accepted subset of IEC 61131-3 languages.

Software design should feature:
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Table N.2 (continued)

Case Case 1l Case 2 Case 3 | Case4

a) | Semi-formal methods to describe data and control flow, e.g. state
diagram or program flow chart,

b) | Modular and structured programming predominantly real-

ized by function blocks deriving from safety-related validated
function block libraries or other modularity structure to achieve
easy code reading and testability,

¢) | Function blocks of limited size of coding,

d) | Code execution inside function block which should have one - m m m
entry and one exit point,

e) | Architecture model of three stages, Inputs — Processing — Out-
puts (see Figure 10 and Annex]),

f) | Assignment of a safety output at only one program location, and

g) | Use of techniques for detection of hardware failure and for de-
fensive programming within input, processing and output blocks
which lead to safe state.

5 |Where SRASW and non-SRASW are combined in one component:

a) |SRASW and non-SRASW should be coded in different function
blocks with well-defined data links;

b) | There should be no logical combination of non-safety-related
and safety-related data which can lead to downgrading of the - m m m
integrity of safety-related signals, for example, combining safe-
ty-related and non-safety-related signals by a logical “OR” where
the result controls safety-related signals.

6 |Software implementation/coding:

a) | Code should be readable, understandable and testable and,
because of this, symbolic variables (instead of explicit hardware
addresses) should be used; - m m m

b) |Justified or accepted coding guidelines should be used (see also
Annex]);

c) | Data integrity and plausibility checks (e.g. range checks.) avail-
able on application layer (defensive programming) should be
used; - r r r

d) | Code should be tested by simulation;

e) | Verification should be by control and data flow analysis for PL d

- - r r
ore,
7 |Testing:
a) | The appropriate validation method is black-box testing of func-
tional behaviour and performance criteria (e.g. timing perfor-
mance); = m m m
b) | 1/0 testing should ensure that safety-related signals are correct-
ly used within SRASW.
c) | Test planning should include test cases with completion criteria i ¢ g ¢
and required tools;
d) |For PL d or e, test case execution from boundary value analysis i i . 2

is recommended;

8 |Documentation:
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Case

Casel

Case 2

Case 3

Case 4

All lifecycle and modification activities should be documented;

Documentation should be complete, available, readable and
understandable;

Code documentation within source text should contain module
headers with legal entity, functional and 1/0 description, version
and version of used library function blocks, and sufficient com-
ments of networks/statement and declaration lines.

Validation (only necessary for application-specific code, and not
for validated library functions):

Validation should be performed by review, inspection, walk-
through or other appropriate activities.

10

Configuration management:

It is highly recommended that procedures and data backup

be established to identify and archive documents, software
modules, verification/validation results and tool configuration
related to a specific SRASW version.

rb

rb

rb

i

Modifications:

After modifications of SRASW, impact analysis should be per-
formed to ensure specification. Appropriate lifecycle activities
should be performed after modifications. Access rights to mod-
ifications should be controlled and modification history should
be documented.

NOTE 1 Modification does not affect systems already in use.

r

w

b Highly recommended.
Key

recommended: measure should be used to improve the quality of the software; its use is not mandatory,
but if it is not used, this should be justified.

this measure is not required.

aIf two diverse components with diverse tools are used, confidence from use may be sufficient (for PL e).

m mandatory (with low, medium or high effectiveness, see 7.4): this measure should always be used.
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Table N.3 — Selection of measures for SRESW and/or SRASW in FVL

Case

| Case 1 | Case 2 | Case 3 | Case 4

These basic measures should be applied:

Software safety lifecycle with verification and validation activi-
ties, see Figure 14 a);

b)

Documentation of specification and design, e.g. software design
specification, SSDS, MDS, code listings including comments;

c)

Modular and structured design and coding, e.g. hierarchy and
limitation of functionality, clear program structure, definition of
interfaces, well-structured call-graph, avoidance of interrupts,
use of coding guidelines;

d)

Control of systematic failures, e.g. program sequence monitor-
ing, controlling errors in the data communication process (see
0.2);

Where using software-based measures for control of random
hardware failures, verification of correct implementation, e.g.
correct implementation of diagnostic measures, RAM/ROM/CPU
tests, hardware tests, plausibility checks;

f)

Functional testing, e.g. black box testing, verification of correct
output data based on input data (valid, invalid and border val-
ues), compatibility of interfaces, timing;

g)

Appropriate software safety lifecycle activities after modifica-
tions, e.g. based on an impact analysis.

2

These additional measures should be applied:

da

Key

“ u

When using diversity in specification, design and coding, for the two channels used in SRP/CS with category 3 or 4, PL,
e can be achieved with the above-mentioned basic and additional measures for PL of c or d.

NOTE

m mandatory (with low, medium or high effectiveness, see 7.4): this measure should always be used.

this measure is not required.

For SRESW with diversity in design and coding, for components used in SRP/CS with category 3 or 4 or in testing
channel of category 2, the effort involved in taking measures to avoid systematic failures can be reduced by, for example,
reviewing parts of the software only by considering structural aspects instead of checking each line.
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Table N.3 (continued)

a) |Project management and quality management system compara-
ble to, e.g. the IEC 61508 series, definition of workflow, responsi-
bilities, configuration management, use of tools;

b) |Documentation of all relevant activities during software safety
lifecycle, e.g. documentation of reviews, testing, validation and
verification;

c) |Configuration management to identify all configuration items
and documents related to a SRESW release, e.g. version control
of code listings, modules, design documents, test plans, release
control, archiving;

d) |Structured specification with safety requirements and design;

e) |Use of suitable programming languages and computer-based
tools with confidence from use, e.g. programmers are trained to

- see see m2
use the tools; ( (

NOTE) | NOTE)

f) |Modular and structured programming, separation from
non-safety-related software, limited module sizes with fully
defined interfaces, use of design and coding guidelines;

g) |Coding verification by walk-through/review with control flow
analysis (to check for faults, quality of comments, compliance
with coding guidelines, clarity, readability, completeness);

h) |Extended functional testing, e.g. grey box testing, performance
testing or simulation, e.g. using input unspecified data, extreme
environmental conditions, full load, testing based on knowledge
of internal coding;

i) |Impact analysis and appropriate software safety lifecycle activi-
ties after modifications;

j) |SRESW for components with PL, = e should be in conformity - - - m?
with IEC 61508-3:2010, Clause 7, appropriate for SIL 3.

a2 When using diversity in specification, design and coding, for the two channels used in SRP/CS with category 3 or 4, PL,
e can be achieved with the above-mentioned basic and additional measures for PL_ of c or d.

NOTE  For SRESW with diversity in design and coding, for components used in SRP/CS with category 3 or 4 or in testing
channel of category 2, the effort involved in taking measures to avoid systematic failures can be reduced by, for example,
reviewing parts of the software only by considering structural aspects instead of checking each line.

Key
m mandatory (with low, medium or high effectiveness, see 7.4): this measure should always be used.

"o

this measure is not required.

N.2 Example for software validation

N.2.1 General

The purpose of the validation is to confirm that the software meets the overall software requirements
(see V-model, Figure 14). Validation is applied by a combination of inspection (e.g. analysis) and testing
and should be planned early in the lifecycle.

The validation presented in this example is based on pre-assessed software modules. The validation
is done by test cases at the inputs of the pre-assessed software modules to check their usage in the
context of the whole application software. Only basic test cases are shown as examples. The number of
test cases for real applications may have to be increased.

The testing will require planning including a test specification that covers the test procedure and the
equipment to be used. The actual test results will need to be compared to the test plan.
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N.2.2 Coding guidelines

Coding should be done according to the coding guidelines required by the manufacturer of the software
platform, if relevant. Alternatively, coding should be done according to an “in house guideline” but
without contradicting the guidelines required by the manufacturer of the used software platform.

N.2.3 Specification of safety functions
The safety function and complementary operate as follows (see Figure N.1):

— If the interlocking guard door 1 (GD1) is opened (accessible area) then M1 will be switched off PL,
= PL d). The status of GD1 is reset by acknowledgement using the button ACK1. Reset with the
acknowledge button ACK1 is only possible when GD1 is closed.

— Pressing of the emergency stop button (ES1) initiates an STO of motor M1 (PL,. = PL d). ES1 is
acknowledged using the button ACK1. Acknowledgement is only possible when ES1 is unlatched.

NOTE For requirements on the reset function, see 5.2.2.3 Manual reset function.

-

2 — 4
——
E I Il

—e [ =
Key
1 ACK1 - acknowledge button of interlocking guard door 1 (accessible area) and emergency stop 1
2 GD1 - interlocking guard door 1
3 ES1 - emergency stop button 1
4 M1- motor 1 stopped with STO (safe torque off)

Figure N.1 — Example application

N.2.4 Inputinformation from the specification of hardware design

The relevant components for the hardware design of the control system are (see Figure N.2):
— interlocking guard door GD1;

— emergency stop button ES1;

— acknowledge button ACK1

— safety-related CPU of K1,

— safety-related I/0 card(s) of K1;

— fieldbus allowing functional safety-related communication according to IEC 61784 series;

— safety-related converter T1 (according to [EC 61800-5-2) for motor M1.
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If all safety-relevant requirements of the manufacturer of the safety PLC (K1) are used, the simplified
V-model is sufficient, see Figure 14 b).

Those components represent pre-designed subsystems provided by component manufacturers.

The converter (drive T1) provides the integrated safety-related sub-function STO (Safe Torque Off)
according to IEC 61800-5-2.

NOTE The parameterisation of the converter is also, in general, within the scope of this document and the
validation process, but is not shown in this example.

open

interlocking guard emergency stop acknowledge button L
GD1.1 GD1.2 ES1.1 ES1.2
GD1 ES1 ACK1 Lz
U . ¢ — E il
N
o Dl
= o
Kl M 1z 14 115 113
inputs
safety plc
outputs
015
data T1 A
bus He
with
STO

Figure N.2 — Hardware overview

Table N.4 shows the relevant signals to perform the safety function and complementary function, which
should be controlled and tested depending on the hardware wiring and the software implementation.

In Figures N.3, N.4 and N.5 the safety related block diagrams are represented.
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sensor logic actuator

Ch1
GD1_1

7

with

STV

Ch2 Collecting Processing of Actuation of the
GD1.2 information the safety drive through
through the related signals safety output
inputs
Interlocking Programmable Safety PLC K1 Drive T1
safety guard GD1 with SRASW with STO

SF1: Iftheinterlocking guard door 1 is opened then M1 will be switched into STO by converter (drive T1).

Figure N.3 — SF1 (interlocking)

sensor logic actuator
Ch1l
ES1. 1
=

with H—

STV

Ch2 Collecting Processing of Actuation of the
ES1.2 information the safety drive through
through the related signals safety output
inputs
Emergency stop Programmable Safety PLC K1 Drive T1
ES1 with SRASW with STO

SF2: Emergency stop 1 initiate an STO of motor M1 by converter (drive T1).

Figure N.4 — SF2 (emergency stop)
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sensor logic
Ch1 B
ACK1
Collecting Processing of
information the safety
through the related signals
inputs
Acknowledge Programmable Safety PLC K1
Button ACK1 with SRASW

Figure N.5 — Reset function

Table N.4 — Validation of wiring and hardware of input/output signals

List of input signals
Description Variable Address Wiring and hardware address
(function, signal) (designation) |(designation) |correct?
GD1_1, contact 1 (NC) IS_bGD1_1 1.1 O Yes O No
GD1_2, contact 2 (NC) IS_bGD1_2 1.2 O Yes O No
ES1 1, contact 1 (NC) IS bES1 1 11.4 O Yes O No
ES1_2, contact 2 (NC) IS_bES1_2 11.5 O Yes O No
ACK1, acknowledge contact (NO) I_bACK1 11.3 O Yes O No
List of output signals
M1, STO lQs_bM1_sTO  [01.5 O Yes O No

N.2.5 Application program

Figure N.6 shows the application program (SRASW) implemented in the safety PLC K1 based on pre-
assessed software modules (function blocks).

Pre-Processing Level i Module ACT :
| || |
1 15 bGD1_1 — [ ! ! #bGD1_OK #bSTO_OK !

[ [

1S_bGD1_2 — P :

| || |
: 1 bACKL — : : #bGD1_ERROR :
| N |
| 1S.bES1 1 — SEESTOR || #ESIOK i
| ISbES1 2 — B |
| T e |
i 1 bACK1T — % I #bES1 _ERROR |
L. . S g = ]
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|:| function blocks

NOTE1  #bSTO_OK s transferred by fieldbus using a safety protocol to the converter (drive 1).
NOTE 2  Indication and error handling is application specific and is not considered in this example.

Figure N.6 — Application program (SRASW) implemented in the safety PLC K1 based on pre-
assessed software modules (function blocks)

N.2.6 Validation of the implemented SRASW

N.2.6.1 General

Validation based on pre-assessed software modules can be subdivided into:
a) evaluation of the interlocking safety guard;

b) evaluation of emergency stop;

c) evaluation of enable / switch off of motor M1;

d) documentation.

Validation of the pre-assessed software modules is not required. The validation shown here should prove
that the application program as a whole, fulfils its software specification, including parameterization
and configuration of pre-assessed software modules.

N.2.6.2 Evaluation of the interlocking safety guard

Table N.5 lists test cases to perform an FMEA and tests of the interlocking safety guard. Test 1 in
Table N.5 is a functional test without fault injection. Tests 2 and 3 simulate permanent HIGH signals on
one of the contacts related to the interlocking guard. Tests 4 and 5 simulate permanent LOW signals on
one of these contacts. Tests 6 and 7 simulate signal changes of both contacts outside the set discrepancy
time. Test 8 simulates a stuck at fault (permanent HIGH) of the acknowledge contact. For all eight test
cases, the correct responses of #0GD1_OK and #bGD1_ERROR are validated.
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Table N.6 lists test cases to perform an FMEA and tests of the emergency stop. Test 1 in Table N.6 is a
functional test without fault injection. Tests 2 and 3 simulate permanent HIGH signals on one of the
contacts related to the emergency stop. Tests 4 and 5 simulate permanent LOW signals on one of these
contacts. Tests 6 and 7 simulate signal changes of both contacts outside the set discrepancy time. Test
8 simulates a stuck at fault (permanent HIGH) of the acknowledge contact. For all eight test cases, the
correct responses of #bES1_OK and #bES1_ERROR are validated.

Table N.6 — FMEA and tests of the emergency stop

Relevant inputs
Signal 1/0 Type Info Remarks
ES1 Channell: 11.4 Bool Discrepancy time Emergency stop NC (direct opening action)
IS_bES1 1 between Channell and
Emergency Sto Channel2
gency stop 0,5 sec
ES1 Channel2: 1.5 Bool Discrepancy time Emergency stop NC (directopening action)
IS_bES1 2 between Channell and
Emergency Sto Channel2
SERGy-Aop 0,5 sec
ACK1: 11.3 Bool NO Common acknowledgment signal used for
I_bACK1 emergency stop ES1
Reset
Relevant outputs/flags
Signal Type Info Remarks
#bES1 OK Bool NO This release flag is used for subsequent
processing.
#bES1_ERROR Bool NO This error flag is used for subsequent pro-
cessing.
Software blocks used
Name pre-as- |description Info
sessed
block of
the SW
platform
SF_ESTOP yes Pre-assessed software
block for monitoring a
two-channel signal SF_ESTOP
. ) - IS bES1.1 — ~ — #bES1_ERROR
omparison of the two ]
ES1 signals. Assessed ES1 15.bE51.2
status is signalled via I.LbACK1 — — #bES1_OK
#bES1_OK.In case of an
error #bES1_ERROR is set
to HIGH
Test cases (failure mode effect analysis)
Nr. |Testor Faultinjection Expected result Test result
Safe state and fault reaction
i Functional test with no fault injec- #bES1_OK =LOW and O Yes 0 No

bES1_2=LOW.

tion and no expected fault reaction:

when the emergency stop is
actuated IS_bES1_1=LOW and IS_

#bES1_ERROR = LOW

pressing | bACK1.

HIGH signal of #bES1_OKis only
restored after unlatching ES1 and
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Table N.6 (continued)
NOTE 1 Error-free state (initial situation / normal state before tests are performed, emergency stop is not re-
quested).
2 Permanent HIGH signal on IS_bES1_1 |Safe state with #bES1_OK = LOW [ Yes [0 No
(1.4] and initiated fault reaction
when the emergency stop is actuated _
only IS_bES1_2 changes to LOW #bES1_ERROR = LOW changes to
#bES1_ERROR = HIGH
Block SF_ESTOP cannot be ac-
knowledged
After ES1 is unlatched block
SF_ESTOP can still not be acknowl-
edged.
SF_ESTOP can only be acknowl-
edged by a signal changing of ACK1
after after repair and HIGH - LOW
- HIGH signal change for both
IS_bES1_1 and IS_bES1_2.
NOTE 2 Message error [1.4.
3 Permanent HIGH Signal on IS_bES1_2 |Safe state with #bES1_OK = LOW [ Yes [0 No
L and initiated fault reaction
When the the emergency stop is _
actuated only IS_bES1_1 changes to #bES1_ERROR = LOW changes to
LOW #bES1_ERROR = HIGH
Block SF_ESTOP cannot be ac-
knowledged
After ES1 is unlatched block
SF_ESTOP can still not be acknowl-
edged.
SF_ESTOP can only be acknowl-
edged by a signal changing of ACK1
after after repair and HIGH - LOW
- HIGH signal change for both
IS_bES1_1 and IS_bES1_2.
NOTE 3 Message error [1.5.
4 LOW Signal on IS_bES1_1 (11.4). Safe state with #bES1_OK = LOW [ Yes [0 No
ES1is unlatched, so IS_bES1_2 is and initiated fault reaction
HIGH #bES1_ERROR = LOW changes to
#bES1_ERROR = HIGH
Block SF_ESTOP cannot be ac-
knowledged even if ES1 is actuated
and unlatched again.
NOTE 4 Message Error 11.4.
5 LOW Signal on IS_bES1_2 (I1.5). Safe state with #bES1_0K = LOW [0 Yes O No
ES1is unlatched, so IS_bES1_1 is and initiated fault reaction
HIEH #bES1_ERROR = LOW changes to
#bES1_ERROR = HIGH
Block SF_ESTOP cannot be ac-
knowledged even if ES1 is actuated
and unlatched again.
NOTE 5 Message Error I1.5.
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IS_bES1_1 (11.4) changes the signal
state outside the set discrepancy
time to IS_bES1_2

Safe state with #bES1_OK = LOW
and initiated fault reaction
#bES1_ERROR = LOW changes to
#bES1_ERROR = HIGH

Block SF_ESTOP cannot be ac-
knowledged

After ES1 is unlatched block
SF_ESTOP can still not be acknowl-
edged.

SF_ESTOP can only be acknowl-
edged by a signal changing of ACK1
after after repair and HIGH - LOW
- HIGH signal change for both
IS_bES1 1 and IS_bES1_2.

O Yes 0 No

NOTE 6 This diagnostic function is used to check the emergency stop operating element.

7

IS_bES1_2 (I1.5) changes the signal
state outside the set discrepancy
time to IS_bES1_1

Safe state with #bES1_OK = LOW
and initiated fault reaction
#bES1_ERROR = LOW changes to
#bES1_ERROR = HIGH

Block SF_ESTOP cannot be ac-
knowledged

After ES1 is unlatched block
SF_ESTOP can still not be acknowl-
edged.

SF_ESTOP can only be acknowl-
edged by a signal changing of ACK1
after after repair and HIGH - LOW
- HIGH signal change for both
IS_bES1 1 and IS_bES1_2.

O Yes 0 No

NOTE 7 This diagnostic function is used to check the emergency stop operating e

lement.

8

Permanent HIGH signal on ACK1
(11.3)

Safe state with #bES1_OK = LOW

No acknowledgement possible.

O Yes [0 No

NOTE 8 Acknowledgement is edge-controlled and not level-controlled. This diagnostic function is a preventive
measure against manipulation.

N.2.6.4 Evaluation of the interlocking safety guard and the emergency stop with motor M1

Table N.7 — FMEA and tests of enable / switch off of motor M1

Relevant inputs / Relevant flags

Signal Type Info Remarks

#bGD1_OK Bool NO This release flag is used for subsequent processing.
(Varriable)

#bES1_OK Bool NO This release flag is used for subsequent processing.
(Varriable)

Software blocks used

Name

Pre-assessed
block of the
SW platform

Description

Info
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Table N.7 (continued)
Module ACT no Uses AND like shown in See Module ACT in Figure N.6
Figure N.6
Relevant outputs/Flags
description 0 Type Info Description
#bSTO_OK QL5 BUS pre-assessed ac- |via safety bus to converter (drive 1), acti-
cordingto PLd |vates STO

Test cases (failure mode effect analysis)

Nr. Test or Fault injection

Expected result

Test result

= HIGH

1 Inject a fault that results in #bGD1_ERROR

application specific error handling

O Yes 0 No

NOTE 1 If error #bGD1_ERROR is present then the converter (drive 1) should also switch off.

= HIGH

2 Inject a fault that results in #bES1_ERROR

application specific error handling

O Yes O No

NOTE 2 If error #bES1_ERROR is present then the converter (drive) should also switch off.

3 Functional test.
#bGD1_OK = HIGH and
#bES1_OK = HIGH

#bSTO_OK = HIGH

O Yes 0 No

NOTE 3 This is an error-free state.

GD1 is closed.
#bGD1_OK = HIGH and
#bES1_OK = LOW

4 Functional test by actuation of ES1 while

#bSTO_OK = LOW

O Yes [0 No

NOTE 4 This is an error-free state.

ES1 is unlatched.
#bGD1_OK = LOW and
#bES1_OK = HIGH

5 Functional test by opening of GD1 while

#bSTO_OK = LOW

O Yes 0 No

NOTE 5 This is an error-free state.

6 Functional test by opening of GD1 and
actuating of ES1.

#bGD1_OK = LOW and
#bES1_OK = LOW

#bSTO_OK = LOW

[J Yes I No

NOTE 6 This is an error-free state.

PLC K1 and converter (drive 1).

then the converter (drive) should also
switch off.

7 Error in fieldbus communication between

Serious error (e.g. in case of a serious error
the controller should be restarted). Ifa
fieldbus communication error is present,

application specific error handling

O Yes O No

N.2.6.5 Documentation

This document sets additional requirements for validation, for example software specification(s),
software guidelines, evidence that the software is designed to achieve the required PL, evidence that
the software supports the required DC, and documentation on measures against systematic failures
associated with software. Validation also includes analysis of these aspects. Table N.8 does not include

details for all of these aspects, therefore further documentation will be necessary.

144
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Reference Correct

Does the software conform with the safety programming guidelines? |See ... O Yes O No
Does the design of the control system conform to the software? See ... O Yes O No
Correct parameterization of the function blocks See ... O Yes O No
Correct parameterization of the input signals See ... O Yes O No
Correct parameterization of the output signals See ... O Yes O No
Does the architecture of the safety program conform with the speci- |See ... O Yes O No
fication
Does the specification of the safety software correspond to the spec- |See ... O Yes O No
ification of the safety function
Defensive programming See ... O Yes O No
No negative influence through OR functions See ... O Yes O No
No negative influence through negations See ... O Yes O No

O Yes O No
Date:
Name:
Software Sig-
nature:
Hardware
Signature:
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Annex O
(informative)

Safety-related values of components or parts of control systems

0.1 Definition of device types

0.1.1 General

Devices vary in terms of technology, application, availability and use of diagnostic mechanism and
diagnostic information. As a result, different device types will be defined at this point.

NOTE1 For further information see VDMA 66413.
Devices can generally be distinguished by the following features:

— adevice that can be used directly as an SRP/CS or subsystem element in a safety function because
the manufacturer has already developed the device for this specific application (device type 1 and
device type 4);

— a device that is only defined and assessed as an SRP/CS or subsystem element through the user’s
design process (device type 2 and device type 3).

NOTE 2 A safety function normally uses a variety of device types. Device types are not to be confused with
types according to, e.g. ISO 14119 and the IEC 61496 series.

Table 0.1 — Characteristic values of device types

Characteristic Device type Comment
value

1 |2 (3 |4
PL X ISO 13849-1 (this document)
SIL IEC 62061:2021
PFH X ISO 13849-1 (this document) and IEC 62061:2021
Category X X [X 1SO 13849-1 (this document)
HFT X X |X IEC 62061:2021
MTTFp
Ap % IS0 13849-1 (this document) and IEC 62061:2021
MTTF one of the characteristic values is required
MTBF
Biop % ISO 13849-1 (this document) and IEC 62061:2021
By, one of the characteristic values is required

a  SFF (safe failure fraction) is defined as a fraction of the overall failure rate of a subsystem that
does notresult in a dangerous failure in IEC 62061:2021, 3.2.54.

b If the manufacturer does not provide MTTF}, or B;,p, values.
Key

X mandatory

0 optional
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Table 0.1 (continued)
Characteristic Device type Comment
value

1 |2 |3 |4

RDF i |ak [SO 13849-1 (this document)
SEE IEC 62061:20212
Tiop X % 1SO 13849-1 (this document) and IEC 62061:2021
Ty X

4 SFF (safe failure fraction) is defined as a fraction of the overall failure rate of a subsystem that
does not result in a dangerous failure in IEC 62061:2021, 3.2.54.

b Ifthe manufacturer does not provide MTTF, or By, values.
Key

X mandatory

0 optional

0.1.2 Device type 1

Device type 1 has the highestintegration level. Pre-designed safety systems with integrated diagnostics
are typical. This type is SIL or PL-classified in line with the intended use. The manufacturer of the
device specifies the classification.

Devices of this type are developed in accordance with safety standards (e.g. the IEC 61508 series).

NOTE1 Examples for device type 1: Safety light curtain, safety light grid, safety-related control system
components, drives with integrated safety functions, safety relays.

NOTE 2  Parameters can depend on other application-specific data (e.g. limitation of the maximum switching
frequency).

0.1.3 Device type 2

Additional application data (circuit structure, DC and consideration of CCF) are needed in order for the
user to assess a safety function.

Devices of this type are not necessarily developed in accordance with safety standards; however, this
does not exclude application in accordance with this document.

EXAMPLE For device type 2: Operational amplifier, proximity switch, pressure sensor, hydraulic valve.

NOTE Some devices can include components with failure modes depending on the operating cycles and
other components which are nearly independent of the operating cycles. It is up to the manufacturer whether to
define such a device as type 1, 2 or 3 and which characteristic values and application limits are given to the user.

Examples are the combination of an MTTF, value with a limitation to a maximum number of operating cycles or
the combination of a By, value with a limitation of a minimal n,, to be used for the application of Formula (C.1).

0.1.4 Device type 3
Type 3 devices are components with a failure mode, which depends on the operating cycles.

Additional application data (number of operations, number of activations, circuit structure, DC and
consideration of CCF) are needed in order for the user to assess a safety function.

Devices of this type are not necessarily developed in accordance with safety standards; however, this
does not exclude application in accordance with this document.

EXAMPLE For device type 3: Electromechanical components that are subject to wear, e.g. power contactors,
switches, pneumatic valves, interlocking devices, control devices.
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0.1.5 Device type 4

Device type 4 is a special case of device type 1. This type has non-random failures which lead
to a dangerous fault, which means the probability of a dangerous fault occurring near PFH = 0. For
components of this type, either one of the following applies for each potential fault:

— fault exclusion is in accordance with this document, or
— fault always leads to a safe condition.

Where architectural requirements or other considerations impose a restriction on sole (single-channel)
use, a maximum achievable PL and SIL shall be specified for single channel use.

In order to provide the above information, devices shall be assessed in accordance with safety standards
(e.g. the IEC 61508 series).

0.2 Additional information

0.2.1 Software

In case software is used within the component, the device manufacturer should provide information
about the suitability of the software corresponding to the PL.

0.2.2 Basic safety principles

For components from category B up to category 4, the device manufacturer should provide information
if the component is designed and manufactured according to basic safety principles.

0.2.3 Well-tried safety principles

For components from category 1 up to category 4, the device manufacturer should provide information
if the component is designed and manufactured according to well-tried safety principles.
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